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Iris In the context of biometrics




What IS Iris?

The iris of your eye is the circular, colored membranethat
surroundghe pupil.

It controlslight levelsinsidethe eye similar to the apertureon a
camera

Highly protectedoy corneabut externallyvisible ata distance




| Iris Recognition




Human iris is small in size but rich of
texture in visual appearance

. Pupil
2. Sclera
3. Pupillary area
N4 Collarette

|5, Ciliary area

3 5. Radial

furrows

7. Crypts
8. Pigment spots

9. Concentric

furrows

Visible illumination Near infrared illumination

The uniquenessof iris texture comes from the random and
. complex structuressuch as furrows, ridges, crypts, rings, corona,
- frecklesetc which areformedduring gestation
. Theepigenetidris textureremainsstableafter 1.5 yearsold or so
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Desirable characteristics of Iris

for personal authentication
s
@ Unigueness

ohenotypic randomness, minute image
features, rich information

® Stabllity
stable through lifetime

& __Nonintrusiveness
& Imaging without touch

[ //www.la.ac.en




A Story on Iris Recognition
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ldentification of Gula Using Iris Recognition




Comparison with other modalities

Biometrics | Universality |Uniqueness | Stability | Collectability [Accuracy|Acceptability| Security
Face High Low Medium High Low High Low
Fingerprinf Medium High High Medium High Medium High
Hand Medium Medium | Medium High Medium| Medium [Medium
Vein Medium Medium | Medium Medium |Medium| Medium High
Retina High High Medium Low High Low High
Handwriting Low Low Low High Low High Low
Voice Medium Low Low Medium Low High Low
Thermogram High High Low High Medium High High
Odor High High High Low Low Medium Low
Gait Medium Low Low High Low High Medium
Ear Medium Medium High Medium |Medium High Medium
DNA High High High Low High Low Low




CESG/BWG Biometric Test Programme

accuracy of this matching process. By adjusting the decision criteria there can be a trade-off
between false match and false non-match errors: so the performance is best represented by
plotting the relationship between these error rates in a detection error trade-off graph.
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History of Iris Recognition

1936 2002 2009 2010 2011 .
Frank Burch » USA India Mexico Indonesia L’ (
Concept of using iris Use of iris recognition  Aadhaar National ID  National ID ’ x
patterns for human in field operations : : ; X
identification i v : . y ‘
: % Lo B P 2008
: 1985 1991 : ¢ Immigration : : 2011 : F
: Flom and Safir John Daugman ' : clearance at : Jop#Daugman : China !
: First iris recognition Iris recognition  Deployed iris recognition : Schiphol airport : @ Patent expired Coal miner
: patent patent system for border control : : ’ : : : management
1989 1995 2004 2006 2013 2013
John Daugman IrisScanner System SecuriMetrics Sarnoff AOptix DeltalD
First iris camera One of the earliest Portable iris recognition  Iris on the Move | App & device
commercial iris cameraly device for smartphone
to capture iris
CASIA e Sl Irisking
The firstiitis : ol CASIA \ & Binocular Iris

i & Iris recognition

B : recognition on
ii at a distance

recognition
smartphones

4 system in China

//V Ak Jain, K. Nandakumarand A. Ross,50 Yearsof Biometric ResearchAccomplishmentsChallengesand Opportunities
PatternRecognitionLetters,2015




Global Market of Iris Recognition

/v Global Industry Analysts, Inc.

A Worldwide Business Strategy & Market Intelligence Source

The global market for Iris Biometrics Is projected to reach

US$1.8 billion by 2020 driven by effervescent technology

advancements and growing use in access, surveillance and
identity applications.

Global Market Share, Size & Demand Forecasts

B The United States: The Largest Market B Market projected to reach US$1.8 billion

: : by 2020
B The Middle East: The Fastest Growing
Market at 21.2% CAGR




_J"‘,Jll |

| Applications of iris recognition

Missing children identification
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UID

Name

Address

Gender

Date of birth
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Progress of UID

. 2010.92016.4 Enrollment of one billion subjects
', Accuracy False reject rate (FPIR) = 0.057%
False accept rate (FNIR) = 0.035%

. FTE: 0.14%
. Usability' >99.5%
. EER 99.73%




Importance of Iris Biometrics in UID

RajMashruwala Chief Biometric Coordinator of UID

The iris decision alone turned the UID system into a roaring biometrics
success and averted a potentially catastrophic failure.

NIST reports FPIR rate of teinger identification to be between 1.5 to
3.5% on a gallery size of approximately one million. UIDAI reports FPIR
rate of 0.057% over a gallery size of 100 million. This is a 50 times
accuracy improvement despite a iiiies larger database.

UIDAI reports2.9% of peoplehavebiometricallypoorquality fingerprints

but only 0.23% have biometrically poor quality fingerprintsandiris. A

third metricwould reinforcethis point It is notuncommonn theliterature

to see estimationsof 1 to 5% failure to enrol (FTE) fingerprint rate
ﬂ UIDAI reportsFTE rateof 0.14%, anotherlOX improvement

& 7

//www.lq,gé.'cn



Iris Recognition for Border Control

National
Rollout

¥ & Ea——
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\ Wig Recognition for Criminal Investigation




Iris Recognition for Coal Miner
ldentification
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\\ nr Iris Recognition for Secure Bank
Transactions

Cooperative & Agricultural Credit Bank
Yemen
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IS Recognition for Prison Management




Iris Recognition for Refugees
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ris Recognition on Mobile Devices




~Iris Recognition In Smart Watch
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Iris Recognition of Dogs

Speci
are developed to capture more
than 40,000 images of 2,000

dogs

EER=0.9%, FRR=7%@FAR=0.1%50fps
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Iris Recognition of Dogs
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[—Jx Enrolment/ I”S Image

- Resgnitn Acquisition

ST S

# Is there an iris in the image?
# Is the image from live subject?

Is the image quality good enough
for enrolment/recognition?

Enrolment

# Recognition
- A Iris Image
QSRR ICPTOCesSINg

Iris image database

s Iris Pattern
5 Recognition

Iris classification

1

Image class label ' Recognition results )

» Matching score
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Difficulties of iris image acquisition

1ISmall size (11mm)
1Sufficient resolution (200
pixels)

INarrow depth of field

IMust be optically on-axis
1Ston and stare

How to capture clear iris'images‘with
* low-cost, user-friendly cameras 'is'stil
» the most challenging problem'in IR.

~ //www.la.ac.cn



Difficulties of iris image acquisition

Xray lUllraviolell

far Infrared L Radio wave

N

-

Control unit CCD/CMOS Lens  NIR filter
(Intelligent algorithms embedded)

450nm

Computer
- -
Subject

Distance measurement

Pan-tilt unit

Iris Image Acquisition System Human Iris

System Engineering Active Near Infrared Illumination

7 3

\ A

Limited Depth of Field Variations of Subject (Number/Location/Pose/Motion/Gaze)



Basic Components of Iris Sensor

NIR illuminators

G

Control unit CCD/CMOS Lens NIR filter

(Intelligent algorithms embedded)
> i

Distance measurement
sensor

Subject

Pan-tilt unit

Iris Image Acquisition System



Optical characteristics of human iris

Ultraviolet ar Infrared Radio wave

Visible

e, g
B e Nl A N

Human Iris




Ins iImages captured at different wavelength

310nm

‘_ 850nm | 880nm 040nm



Closerange Iris devices

Panasonic BM-ET300

SecuriMetrics PIER 2.3

b d

OKI IrisPass-M InsID ICAM T10 IrisID 1CAM 7000

Panasonic BM-ET500

IrisGuard 1G-H100 IrisGuard 1G-AD100

Crossmatch | SCAN2 IrnsKing IKEMB-110




Long-range Iris devices

Aoptix InSight EyeLock HBOX

System Diagram

IOM PassPort SL with floor kit a | O M PaSS PO rt

IOM PassThru s -




Limitations of current Iris cameras

N |
" (= 0.5-1m, 0.2m x 0.5m x 0.5m, =
2005 Sarnoff-Iris On the Move 2011 CMU Vertical moving camera’®! 2020 Irisian VERSA F MAX

. 0.8-2m, PTZ camera,
2.4-3m, camera array, light gate, Up to 12m, 150 px, speed 0.6m/s™ -
speed 1m/s . temperature measurement

2008 Retica-Eagle-Eyes

2013 SRI 2017 Iristar S200P

2009 CASIA
25m, indoor & outdoor, 254mm . . .
2.4-3m, 0.15m x 0.15m x 0.1m, - o 1-1.2m, 1.3 1.9[5;]11 height, ToF,

- diameter lens
PTZ camera

3-6m, 3m x 2m x 3m capture

volume, double cameras L

face iris fusion

¢ Small capture volume e Slow mechanical movement

Low throughput

e Bulky optical components e Standstill capture recognition

|

| .

' e Single person e Fixed-focus biometric
1

:
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Ins image acquisition devices of CASIA




Light field imaging for iris recognition

Main lens Microlens array Image‘ sensor 4D ||ght f|e|d data

Light -field Camera (Plenoptic Camera)

Focus value variations of refocused
image regions around human eyes

xtens g depth of field Depth perception Liveness detection
/www.la.ac.



Imaging
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Technology roadmap of |




Auto-refocusing to improve depthof-field
of Iris cameras

FRannE T RS DEIRTIRER
. - —1——|r =

% ’q‘ FoIR J ‘i %
T e ey | 20 (minmias

Ap R

SSIM = 0.8752 SSIM = 0.9921

//' Chi ZhangGuanggiHou, ZhaoxiangZhang,ZhenanSun,Tieniu Tan, Efficient auterefocusing for
light field camera, Pattern Recognition, Volume 81, 2018, pp1B86



LLENet for light field image superresolution

Modeling spatial correspondence between su@perture images
using 4D recurrent convolutional neural networks

Yunlong Wang Fei Liu, Kunbo Zhang, GuanggiHou, ZhenanSun Tieniu Tan, LFNet A Novel Bldlrectlonal Recurrent
ConvolutionalNeuralNetworkfor Light-Field ImageSuperResolution|EEE Transaction®n ImageProcessingyol. 27, No.
9, 2018 pp.42744286



Depth Perception from Light Field Images

Inputs Depth Estimation Occlusion Handling Output

Input Binocular LF Image Pair Ray Tracing Based Disparity Analysis Occlusion Detection Disparity Map

Main L |l A Sensor

BL, ;t
As——d+‘<PL 1(ky —ky)—

D Binocular Occlusion LF Occlusion
At =YL, = jy)" d-'

—

Stereo Matching and Sub- p|\\| R\Ln\smn

Occlusion ()pnnu/ ation

Sampled Right LF image
DIS = m.uu(lc 1 (P, 1(p) 4 A Erncaen (2, 4, Up), 1))

/ i —
FeiLiu, ShuboZhou, YunlongWang,GuanggiHou, ZhenanSun, Tieniu Tan, BinocularLight-Field: ImagingTheoryand
OcclusionRobustDepthPerceptiorApplication, IEEE Transaction®n Image Processing202Q

Fei Liu, GuanggiHou, ZhenanSun, Tieniu Tan, High quality depth map estimationof object surfacefrom light-field
images,NeurocomputingVol.252, 2017, pp.3-16.



Iris Liveness Detection Based on Light Field Imaging

Focus value variations of refocused imag
regions around human eyes

; Ping Song, Ling Huang, Yunlong Wang, Fel LiihenanSun, Iris Liveness Detection
Based on Light Field Imaging, AcfsutomaticaSinica vol.45, no.9, pp.1761712,
- 20109.



All -in-Focus Iris Camera With a Great Capture Volume

Focus-tunable Lens
P Image Sensor

Deformable Lens — DoF Extension —
Adapter

Steering Mirror  — FoV Extension

Telephoto Zoom

VerticaiF Lens

-T2 N 4 Motorized
Focus Distance&%x? ‘: iy / Pivot
_ R ', Eyes
Compl ni n_g a two-axis beam 2D Steering Mirror Rotation Dil‘ections .
steeringmirror andfocustunable

lens integratedwith the inverted
A telephotozoomliens

i Ja v £ S—
./ Kunbo Zhang, Zhenteng Shen, Yunlong Wang, Zhenan Suin-Albcus Iris Camera With a Great Capture Volume,

IEEE/IAPR International Joint Conference on Biometrics (IJCB), 2Q0B@B 2020 Google Best Paper Award
Runner-Up)




Spatiotemporal Multiplexing Imaging

X 4 Horizontal
View
Z

=
Distance

Spatial Positions
Multi-view -

Y& .
multiplexing & Vertical

View

(FoV extension)

Omni all-in-focus high
spatial-temporal

resolution imaging
Temporal Sequences

z Multi-person iris
C e I I I = o
Iris on-the-move

ll/m / 15° I| -30°/0° Zl /-30°/0° h 10°/0°

Multi-focus
multiplexing

(DoF extension) Large DoF

/gl f’ —

.. Kunbo Zhang, Zhenteng Shen, Yunlong Wang, Zhenan Suin-Abcus Iris Camera With a Great Capture Volume,
IEEE/IAPR International Joint Conference on Biometrics (IJCB), 2Q0B@B 2020 Google Best Paper Award
Runner-Up)

Spatial-temporal multiplexing imaging Omnidirectional
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Deep Learning Assisted Iris Autofocus

Optical Fluid
o Heatmap

p i
P Object
Image detector
stacks | ‘
\ : i Element-wise

i Feature
Container i s
i : extractor X product
(b) Far focus ; i Image feature

Membrane

T~

Vo ! 9 {
‘ ¢ Focus-step ‘{edlctor

(a) Camera setup (c) Near focus

urce Code:
ips:i@ithab.com/Debatrix/AquulaCam

' -(‘LeyuanWang et aolEnd MAAM ocEmdus Camera for Iris on th
//+ Conference on BiometricsJCB), 2021.



https://github.com/Debatrix/AquulaCam

CASIA 10m Prototype

Spatial Positions Focal Dist. =2m
I
:'-_ Focal Dist. = 3m
) D
( \ Temporal Sequences

Focus-tunable Lens o S 7 @ . o
Adapter C:>... ...|:'>
Telephoto Zoom 1m/30°/ lse‘} 1m/-30°/0°| 2m /-30°/ 0°|3m 1 0°/ 0°

= + Spatiotemporal Multiplexing Imaging

Motorized

\' Focal Dist. = 1m

O i

A T—
CASIA 10m Prototype

2D Steering Mirror Rotation Directions

k Hardware Design

//www.la.ac.cn




All-in-Focus Iris CameraWith a Great Capture Volume




