
Generative Biometrics: Promise, Peril 

and Responsibility

Vishal M. Patel

Associate Professor

Department of  Electrical and Computer Engineering

vpatel36@jhu.edu

https://engineering.jhu.edu/vpatel36

January 26, 2026

mailto:vpatel36@jhu.edu
https://engineering.jhu.edu/vpatel36/


ImageNet Challenge 

Â Large Scale Visual Recognition 
Challenge (ILSVRC) 
Ç 1000 object categories

Ç 1.2M training images

AlexNet ZF VGG/

GoogLeNet 
ResNet CUImage

Human error

SENet

Shallow Deep

Russakovsky et al. ILSVRC2017 CVPRW 2017 



Face Recognition 

Â Labeled Faces in the 
Wild (LFW)
Ç 5,749 subjects

Ç 13,233 faces

Â Mean classification accuracies:
YI+AI (0.9983 ± 0.0024)

FRDC (0.9972 ± 0.0029)

CHTFace(0.9960 ± 0.0025)

Taigman et al. DeepFace: Closing the Gap to Human-Level Performance in Face Verification, CVPR 2014 .

Training data: 4 mil faces, 4000 
identities(Facebook)



Segment Anything Model (SAM)

ÅA new AI model from Meta AI that can "cut out" 
any object, in any image, with a single click
ïTrained using 1.1 billion segmentation masks from 11 

million images

https://segment-anything.com/



LeNet5 vs AlexNet

LeNet5 LeCunet al. 1998 AlexNet Krizhevsky et al. 2012

Â 7 layers

Â Trained on MNIST digit dataset 
with 60K training examples

Â Sigmoid or tanh nonlinearity

Â Average pooling

Â Fully connected layers at the 
end

Â 8 layers

Â Trained on ImageNet dataset 
with 1.2M training images

Â Rectified Linear Unit (ReLU) 
nonlinearity

Â Max pooling

Â GPU implementation
Â Trained on two GPUs for a week

Â Dropout regularization

Â Fully connected layers at the 
end



Why?

Â Availability of large annotated datasets

Â More layers
Ç  Capture more invariances 

Â More compute 
Â Availability and affordability of GPUs 

Â Better regularization
Â Dropout

Â New nonlinearities
Â Rectified Linear Unit (ReLU)

Â Parametric Rectified Linear Unit (PReLU)

Razavian et al. CVPR 2014



Recent Large Pre-Trained Models

https:// alinakhay.com/Comprehensive-Guide-to-the-State-of-Large-Language-Models



Scaling Laws for Neural Language Models

Kaplan et al. arXiv 2020

Chinchilla, DeepMind 2022

There is a power law relationship between the number of parameters in an 

autoregressive language model and its performance!

Å Train larger models and expect performance improvements.

Å Model size and the number of training tokens should be scaled in equal 

proportions.



Why?

Â Availability of large annotated data

Â More layers
Ç  Capture more invariances 

Â More computing 
Â Availability and affordability of GPUs 

Â Better regularization
Â Dropout

Â New nonlinearities
Â Rectified Linear Unit (ReLU)

Â Parametric Rectified Linear Unit (PReLU)

Razavian et al. CVPR 2014



Large 

Datasets

Å Collecting and annotating datasets 

ï Expensive 

ï Labor intensive 

ï User privacy issues 

Å GDPR: General Data 
Protection Regulation 

Å HIPAA: Health Insurance 
Portability and Accountability 
Act, 1996 

Å SHIELD: Stop Hacks and 
Improve Electronic Data 
Security Act, Jan 1 2019

Å PCI: Payment Card Industry 
Data Security Standard, 2004 

Å IRB: Institutional Review 
Board



Protecting User Privacy

ÅData privacy (protect the data)
ïCancelable biometrics
ÅModify data through  revocable  and  non-

invertible  transformations 

ïBioHashing
ÅRandom projections are used to generate 

templates 

ïDifferential privacy
ÅAn algorithm is differentially private if its 

behavior hardly changes when a single 
individual joins or leaves the dataset 

ÅHide unique samples (add noise to data)

ïHomomorphic encryption
ÅPerform calculations on encrypted data

V. M. Patel, N. K. Ratha and R. Chellappa, "Cancelable Biometrics: A review," in IEEE Signal Processing Magazine, 

vol. 32, no. 5, pp. 54-65, Sept. 2015.



Federated Learning

ÅFederated learning (build protection into the models)
ïMultiple entities collaboratively train a model while ensuring 

that their data remains decentralized.

ïCommunication-efficient learning of deep networks from 
decentralized data, AISTATS 2017, McMahan et al. (Google)

Server



Synthetic Data Generation

Å Generative AI
ï Generative Adversarial Networks 

(GANs)
ï Variational Auto-Encoders (VAEs)
ï Flow-based methods

ï Diffusion models 
ï Visual Autoregressive Models 

(VARs)

Image credit: Khan



Generative Models

Image credit: Lilian Weng

Visual Autoregressive 
Modeling (VAR): a 
new visual generation 
method that elevates 
GPT-style models 
beyond diffusion 















Å Diffusion models have 
outperformed GANs in image 
synthesis and have 
demonstrated a remarkable 
ability in generating high-quality 
images

Å Despite their potential, diffusion-
based image synthesis models 
are known to replicate training 
data and generate biased 
samples.

Perera & Patel, IJCB 2023
Somepalli et al. CVPR 2023

Image Replication in Diffusion Models



Replication in Video Diffusion Models

aŜƛ ϧ tŀǘŜƭΣ !!!LΩно



Replication in Video Diffusion Models

wŀƘƳŀƴΣ tŜǊŜǊŀΣ tŀǘŜƭΣ ²!/±Ωнр



Frame by Familiar Frame

Rahman, Perera, 
tŀǘŜƭΣ ²!/±Ωнр





Social Biases in Generative Models
ÅGenerative models have become widely popular across various 

applications, but they also risk perpetuating biases, which can 
lead to significant social consequences.



Key Observations

ÅDiffusion-based face generation models exhibit bias even when 
trained on balanced datasets.

ÅWhen trained with balanced datasets of varying sizes, diffusion 
models demonstrate bias towards certain attribute classes, with 
the degree of bias being dependent on the specific dataset and 
its size.
ïComplexity of the training subset might have played a role in the 

variation of attribute distribution within diffusion models. Factors 
such as lighting conditions, hairstyle, and makeup added complexity 
to the dataset.



Bonnaire et al. NeurlPS 2025



Data Replication and Bias Mitigation

Malsha Perera & Vishal M. Patel, IEEE FG 2025



Å The proposed method involves fine-tuning the model using 
rewards to guide it toward a more desirable output 
distribution, encouraging the generation of preferred samples 
and suppressing undesirable ones.

Mitigating Replication and Bias in Diffusion-

based Image Synthesis Models



Mitigation Results



Mitigation Results 


