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1:1 online biometric
authentication — 2FA

Tru St a n d |d e ntlty (passkey) — password-less

authentication

- )
Application 1: 2
A

ID

G
* Who are you? Can | trust you?

* How to establish your identity with a high

certainty (“assurance”)? e bank account
* How can we leverage biometrics without * welfare / social security
the liability of privacy risk? * driving license

* passport/visa

e gym membership

e dating website membership
e vendors (alcohol)

 How Al (computer vision and biometrics),
together with cryptography can address
the above needs?

https://medium.com/caribou-digital/the-difference-between-digital-identity-identification-and-id-41580bbb7563
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1:1 online biometric
authentication — 2FA

Tru St a N d |d e ﬂtlty (passkey) — password-less

authentication

Application 2: a

Blockchain/Ethereum

-

* Who are you? Can | trust you?

* How to establish your identity with a high

certainty (“assurance”)? e bank account
* How can we leverage biometrics without * welfare / social security
the liability of privacy risk? * driving license

* passport/visa

e gym membership

e dating website membership
e vendors (alcohol)

 How Al (computer vision and biometrics),
together with cryptography can address
the above needs?

https://medium.com/caribou-digital/the-difference-between-digital-identity-identification-and-id-41580bbb7563
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Semi-trust users




Physical ID, elD, and Digital ID

Feature  |Physicalib ____________lelD (ElectronicID DigitalD |

_ Plastic card / Paper Chip-enabled card Smartphone App / Wallet
Face-to-face Online & High-security Online & Mobile-first

Visual (Holograms) Cryptographic (Chip/PIN) Biometric / QR Codes

Low (Shows all data) Medium High (Selective sharing)

1990s Driver's License EU National elD card Apple/Google Identity Wallet

ATM, Digital travel Online, at-home
transactions



Physical documents and their image

representations

Physical ID Physical
template ID doc
Flat-bed Smartphone Elat-bed
scan SCan scan
Template Scanned IDdoc |

ID image ID (image) Image

Printed
forged ID

pnr/ Smartphone
scan

Doctored ID Scanned
image fake ID
iImage
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Talk outlines

Fraud-as-a-service and trend

Remote |Identity proofing
e UX and Attack vectors

Research Challenges

* Generating deepfakes and ID docs images and videos — and detection
* Processing of ID documents
* Challenges in PAD

An example solution
* Biometric Bound Credentials (BBCred)

An application of privacy-preserving biometrics:

Biometric Bound Credentials for Age Verification: https://arxiv.org/html|/2509.07465v1



https://arxiv.org/html/2509.07465v1

Fraud-as-a-service (FaaS)




The Attacker’s Toolkit is Now
a Commercial Product

Fraud-as-a-Service (FaaS) is an illicit
business model where sophisticated fraud
tools are packaged and sold on the dark St w

selfies and

web, making cybercrime accessible to ) videosfor YCbypass (] ot
anyone. Au10tix labeled 2024 “the year of 20/ month From 850
FaaS".

Phishing Kits Dark Web Marketplaces

inendty tools for emal Hubs for buying stolen dsta
and web-based scams — and “identity Packs’ (Full 1D
2 sets for $10-S50)

$20 - $150 S10«




Proliferation of Fake IDs during COVID

* Fake ID/student cards, passports, vaccine
certificates costing $S80 and €150
& ORZGON O 35‘;

* Problem: The documents are not biometrically AT 2R EAN GO
bound to the holder

* Countermeasure: Only the legitimate holder that
can be biometrically verified with a provably
legitimate document, which can be
cryptographically verified, constitutes a valid claim.

s 193-PAKEAD RD :
KING CITY, OR 12345-1234

04007/2015 wwe 93—
IMOB098169 ~ ~—wéws PNK

+ Scannable Barcodes
« Microprint
« UV & 0OVI Holo

https://www.complaintsboard.com/bycategory/fake-novelty-id v Duplicate Price: FREE
https://fakeid.co.uk 10
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if you have selfies of victims i can edit and make it look like
holding card or any proof
hmu for more service list

TR

Fraudsters also have their
online “marketplace”

Fraud as a service

https://www.linkedin.com/posts/david-maimon-
29343632 bankaccounts-bankaccount-data-activity-
7177682135728713728-v84s/
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4 Messa

Free Fulls by ChaseWells g

13

Stolen PII “marketplace”

Random fulls

High score shop

Free Fulls by ChaseWells

o Name .

213 E HAWTHORNE DR ONTARIO CA
91764

SSN

000 N -
@6 1 é 2

A
Random fulls

Today

14823 E NICKELL AV INDEPENDENCE MO
64050
SSN

o6 NBOENN

1

Credit: From my colleague who spends a lot of
time studying criminal behaviours in the dark
corners of the web...

e:? v 2 ® 2
Chat & Random fulls

A
High score shop Bulk orders




Proliferation of tools to generate ID
documents

“Generate a made-up but realistic identity card of a dream-up country”

" REPUBLIC OF VERIDIA

NATIONAL IDENTITY CARD

ID Number:
V9482-10B4-K7L2

Date of Birth:
14.05.1988
Sex:
F
Nationality:
o . Veridian
- Anya Sharma Expiry Date:

' 14.05.2030 S e K <<<<<K
x Arga Sharma W - K<<<<K

13



Real-time Al-
generated face
video animated by a
puppet-master

15



Phishing attack

Dear valued WhatApp user, we believe
that you have not confirmed your
account for a long time and multiple
spam complaints have been reported to
use. Therefore, we believe that you have
violated Whatsapp policies. If you do
not take any action to press the online
customer support below, we will
terminate your account in 12 hours.

What makes this a highly suspicious
message?

Urgency to act, unknown contact,
(sometimes) poorly written message,
attempt to phish for information

10:39 ¢ - v

< & 025387031801

;

.

WhatsApp@ 575 % 151k 212
BRI BH WhatsApp P&
3%: WhatsApp 2 HOM&)

- EfRAOIK SRS B RIDE, 77

ERZRNIRAE., BiHifbAL
SRS, ERSAZ
B, RARIBRIREER
WhatsApp BIfERER, &
nm, 12/08/5, REBHIEN
k2 K EENE (5 FAREINGE)

seEgie o EE 12/ AR
FFHEABATELER, R
BNLGIEEEE. 1. 12:41

(2) FriaARIE

e R

& &
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https://resources.signicat.com/en

Tre ﬂ d S the-battle-in-the-dark-report-2025

Deepfake as % of fraud attempts by sector

Evolution of presentation attacks vs injection attacks 0024

Percentage of total fraud cases, Signicat VideolD data

12,6% 12,8% 12,41%

Presentation

B Injection

7,M1%

76% 515% 4 u6%  437%

@

2021 2022 2023 2024

0,54%

Consumer Real Payments E-commerce Financial Education
Source: Signicat VideolD data, full-year 2021-2024 credit estate services

Source: Signicaf VideolD data, full-year P021-2024
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Deepfakes Have Become
Entrenched, Accessible
Fraud Tools

194%

YoY increase in deepfake +171%
attacks in APAC. US & Canada

Deepfakes now account for 7% of all
global fraud.

7 Mo
4'&”.
L)

+255%
The number of detected deepfakes worldwide LATAM;

increased 4x from 2023 to 2024. Caribbean

High-Profile Impact: A Hong Kong employee at Arup
was tricked by a deepfake CFO in a video call,
resulting in a USD $25.6 million fraudulent transfer.

18



|[dentity Theft After Account Takeover (ATO)

 Victim suffering extends far beyond financial loss — it cascades across multiple
dimensions:

& Financial Exploitation: Direct theft, credit fraud, business losses, subscription
hijacking, systemic costs

* %% Reputational Harm: Malicious messaging, criminal association, destruction of trust
and credibility

* (¢ Operational Paralysis: Lockout from digital life, bureaucratic recovery nightmare

¢ Permanent Biometric Compromise: Irreversible exposure, synthetic identities,
medical/benefit fraud

« &s Recurring Vulnerability: Data reused in future breaches, targeted phishing, cycle of
re-victimization

* Key Message: Account takeover is not a one-time financial hit — it’s a multi-layered,
enduring harm that erodes trust, security, and identity itself.

Identity theft = cascading harm (financial — reputational — operational — biometric — recurring)

Scammers hacked her phone and stole thousands - so how did they get her details?
https://www.bbc.co.uk/news/articles/czrk7gxk2l60



https://www.bbc.co.uk/news/articles/czrk7gxk2l6o

Impact on victim Immediate financial loss (replace
stolen item)

Restoration Replace stolen item, secure locks
afterward

Damage to Physical theft, property damage
property
Duration of Short-term, theft is quick
intrusion
CENENLLEIRSEEME Minimal, unless theft is public
Use of Not typically used
Al/Advanced Tech

Example analogy Stealing a TV from your house

Traditional Theft (Burglar Modern Account Takeover (Squatter

Breaks in, steals physical item (e.g., TV) Hacks into digital account, gains

unauthorized access

Reputational harm, financial fraud, access
denial

Evict squatter, regain access, restore
reputation

Digital damage, data loss, identity theft

Can persist longer, with ongoing harm
(e.g., ongoing fraud)

Significant, especially if reputation is
compromised

Al-generated deepfakes, 3D face printing
for impersonation

Moving into your house, changing locks,

shouting threats -



ID frauds are
committed
remotely

NOBODY KNOWS Yﬂll REA IIIIG

22



Remote ldentity proofing (UX)




" U
. (Remote) Identity E m
> -
R e
[ *~

/
|

ID creation: Remote ID proofing g e

-
also known as client-onboarding or eKYC

ID capture Take front Take the back

Take selfie Additional

checks

e Scan ID, passport ohoto photo of photo of

document document

Proving your identity when enrolling
for something remotely

e Opening a bank account
e Registering for a dating website membership

e Applying for a welfare, social security, or free
healthcare service

e Renewing a driving license or passport

https://youtu.be/wiiw8flhhco?t=47

24
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Remote client on-boarding (eKYC)

Registration

Face proof
of life

Step @

« Provide your name
« Set a username and password

Take front
of ID

@ Passwords

Take back 1l213]4]s]l6]7]|8]9]o0
of ID

Backend -

processing

25



Remote client on-boarding (eKYC)

Registration

Face proof
of life

Step @

Prove liveness by taking a
secure-selfie

Take front
of ID

Take back
of ID

Backend

processing

Is the owner of the document physically present?

26



Remote client on-boarding (eKYC)

Registration

TTTTTTTT

Face proof
of life

| Step @

Prove liveness by taking a
secure-selfie

Take front
of ID

Take back
of ID

Backend

Processing Is the owner of the document physically present?

27



Remote client on-boarding (eKYC)

Registration

Face proof
of life

Take front
of ID

Take back
of ID

Backend
processing

Face verification: Is the holder of the document its owner?
Document validation: Is the document genuine or bona fide?



Remote client on-boarding (eKYC)

Registration

Face proof
of life

Take front
of ID

Take back
of ID

Backend
processing

Is the information on document valid (not expired)?
Is it consistent with the front document?

29



Remote client on-boarding (eKYC)

Registration

Face proof
of life

Take front
of ID

Take back
of ID

Backend
processing

wll ATAT = 9:21 AM

4 IT2 Transformation

0.028134113177657138, 0.0646820142865181
-011156671494245529, -0.03074589930474758
-01966150999069214, -0.08185265213251114
-0.06360207498073578,-0.022435735911130912
0.021118300035595894, 0127919539809227
-0.29090479016304016, 0.08919292688369751
0.07144678384065628, -0.07691735774278641
0.0683240219950676, 0.09939447045326233
-0.0832349956035614,-0.06438517570495605
011753890663385391,-0.2900055944919586
015311746299266815,01097351536154747
0.06253639608621597,013374781608581543
0.10048262774944305,0.03250898048281668
0.0530923493206501,-0.11208095401525497
-0.22535160183906555, -0.08071239292621613
0.07685678452253342,-0.0725923627614975
0.0477273091673851, 0.04802913591265677
BHash created

Tokenise data via a one-way secret linear transform

30



Remote Identity proofing and its
attack vectors



Remote onboarding / identity verification (IDV)

Relevant standards: ISO/IEC 29115, NIST 800-63 (US), TDIF (Australia), eIDAS2 (EU), GPG-45 (UK),
UK digital identity and attributes trust framework alpha v1 (0.1)

High identity assurance | <> Authentication

during registration

‘ _ (Remote) Identity _ ) . A N
High binding d proofing / E | ccoun

assurance verification USSUGF)
) ) Registered User Identity service
(Credential holder) . provider (IDV)

® . ——RP

Q High authentication (Verifier)

assurance

Vendor or service

authenticator (Relying party, RP)

32


https://www.gov.uk/government/publications/the-uk-digital-identity-and-attributes-trust-framework/the-uk-digital-identity-and-attributes-trust-framework

The roles of IDV and RP

really is because | have
checked her ID attributes
based on her ID and
breeder documents. | have
“KYC-ed” Alice

Binding assurance:
Alice’ is indeed Alice
thanks to successful
verification using
biometrics technology

Account _ : -~
registration
. Account - Trust: | know Alice as the
Authentication . account holder who is

behind the device (but
nothing else)

Key message:

1. The relying party never stores or processes any biometric data
2. GDPR-compliant solution (biometric stays on device)

3. High binding and authentication assurance

33



Remote |dentity proofing

Face Computer Machine Cryptography
recognition  Vision (doc) learning
Take selfi . .
picture
Authenticity Face is live Doc is Barcode is Digitally
check (not deepfake, genuine formatted signed by
Take front presentation or .
: injection attacks) correctly authority
ID picture
Validity check Face watchlist Doc is still Barcode is still  Certificate is
(not expired) check valid valid valid
Selfie-to-photo ID comparison
Consistency Age verification
check OCR-barcode consistency
check
Scan barcode
(back of ID) Document-chip consistency check

PAD=Presentation Attack Detection o



What could go wrong?

“Friendly” fraud,

presentation : :
attack video Use biometrics

injection attack, High identity assurance
code injection \ during registration identity
- U
_ (Remote) Identity _ - R
< > < > Account

High binding d proofing
assurance (Issuer)
\_‘ Identity
Coercion / S5 ‘ < > RP
wrench attack Q High authentication  (Verifier) How we improve the trust in

o" ”
assurance the process — “assurance
Account Use biometric | SOC.Ia| o
takeover authenticator | €ngineering (

Swap attack) -




S5 wrench attack

in cybersecurity: the human element is often the weakest link

A CRYPTO NERDYS

IMAGINATION &

HIS LAPTOPs ENCRYPTED.
LETS BUILD A MILLION-DOLLAR,
CLOSTER To CRACK \T.

NO GooD! 1T
uo9e -BIT Ram

E‘u”L F’LH'M
16 FOILED! ™~

WHAT WOULD

ACTUALLY HAPPEN:

HIS LAPTOF'S ENCRYPTED.
DRUG HIM AND HIT HIM WITH

THIS $5 WRENCH UNTIL
HE. TEUS US THE PASSWORD.

\ GoT 1T,
O C))

A

https://xkcd.com/538
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SIM Swap attack: Social engineering

The attack is more about social engineering than

1. INFORMATION GATHERING 2. IMPERSONATION 3. THE 'SWAP 4. ACCOUNT TAKEROVER i )
technical hacking. It usually follows these four steps:

1. Information Gathering: The attacker collects your
personal details (full name, address, birth date, or
even your mother's maiden name) through phishing
emails, social media, or data breaches.

2. Impersonation: Armed with your data, the attacker
contacts your mobile service provider. They claim to
be you and say their phone was lost, stolen, or
damaged.

3. The "Swap": The attacker convinces the customer
service representative to "port" your phone number

to a new SIM card they already have.

4. AccountTakeover: Once your number is active on

WARNING SIGNS PROTECT YOURURSELF their device, your phone will lose service ("No
‘ . Service"). The attacker then requests password
Suden Loss of Service @) Authenticator Apps resets for your accounts. The recovery codes are sent

Locked Out of Accounts = Set Carrier PIN Limit Personal Info
Strange Activity =11 Hardware Security Keys

to your phone number—which the attacker now
receives.

37



Forged / counterfeit
. document
More comprehensive
presentation attack

“Friendly” fraud
presentation
video injection High identity assurance Synthetic
during registration identity
code injection
_ (Remote) Identity _ Morphing

High binding d proofing E

assurance

N[
Use biometrics theft

assurance
Account Use biometric
takeover authenticator

v

Coercion / S5

o rp
wrench attack Q High authentication  (Verifier) How we improve the trust in

the process — “assurance”

Social

engineering (SIM
Swap attack)
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Forged / counterfeit ID doc forgery
document detection

Countermeasures

Biometric Bound

Document
presentation attack

Generated/

“Friendly” fraud

presentation
attack

) ] manipulated Image
WEIELRAGEES Yish jdentity assurance Synthetic Deepfake (GAN)
identity detection

DeteCtion — during registration
Face

video injection

Image forensics, face
morph detection

code injection

Software hardening

Morphing

_ (Remote) Identity _

pd
~

Account

High binding proofing
assurance (Issuer)
Identity Privacy Preserving
Coercion / $5 Physical < > RP
wrench attack security - High authentication  (Verifier) How we improve the trust in

assurance the process — “assurance”

Social
engineering (SIM
Swap attack)

Account Better account
takeover recovery

Use biometric User

authenticator education
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Automated WorkHlow

Basaling IDV Process

Live Biometric Capture Channel

EDGE DEVICE

DATA \ SIGNAL
:@ CAPTURE z‘;\% | PROCESSING

Identity Document Capture Channel

EDGE DEVICE

g DATA g | SGNAL

3 @ CAPTURE | “(8 | PROCESSNG

2 o Z

s (3 STORAGE | T @

W
i

e X ‘
::{l \a - ‘
b 4 -

REECTED

—_—

LEGEND
: EDGE DEVICE
g Synmatic : e e,
D Document : @ ‘ LIVE VIDEO DOCUMENT APPRONED
5 O T Wi
[ CHAT REVIEW
d Deeptakacr ﬁgﬁ
T face manypulation
REJECTED
POSSIBLE 1. Deepfake Physical Presentation Attack 4 Deepfake / Synthetic Document Injection Attack
ATTACK 2. Deepfake Injection Attack 5. Deepfake in Live Video Chat
POINTS 3. Deepfake Modified Document: SyntheticlD 6. Deepfake / Syntnetic Document in Stored Identity Data

Document

7. Insider Threats

https://www.turing.ac.uk/sites/default/files/2025-

11/generative ai and the rise of credential fraud in digital public infrastructure v0.7.pdf
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Research opportunities




Using Al to support identity proofing

Fast inference on Synthetic data

Self-supervised

browsers/edge Cryptography generation /
devices augmentation

' Outlier detection
learning

recognition X X
_
Face presentation
attack X X X X
Contactless .
) ) )
— ElE el Maximize entro
cryptosystems Py X X
- Document
. segmentation X X X
Il Document processing il
and recognition
B Document forgery
detection X X X X
s Digital forensics g
= Camera fingerprinting X X
ad Device fingerprinting
Soft + Continuous

Foundational
models



oroofing

Take selfie
picture

Remote |dentity

Take front
ID picture

Scan barcode

(back of ID)

Account recovery

Stolen identity
(presentation
attack)

Forged/ stolen
doc

Synthetic identity . Fabricated bar
olenelD
(GAN attack) Counterfeit doc code

Face Computer Machine Cryptography

recognition  Vision (doc) learning

Authenticity Face is live Doc is Barcode is Digitally
check (not deepfake, genuine formatted signed by
presentation or .
injection attacks) correctly authority
Validity check Face watchlist Doc is still Barcode is still  Certificate is
(not expired) check valid valid valid

Selfie-to-photo ID comparison
Consistency Age verification

check OCR-barcode consistency
check

Document-chip consistency check

So, have we solved all the problems?
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{deter, detect, prevent, protect, prosecute}

Detect: Deter: Prevent:

* Presentation attack detection e Harden the infrastructure e Leakage of raw biometric data

(PAD) e Use cryptographic tools and e Leakage of Pll data
e Injection attack detection (IAD) protocols e Further damage (“forward

e Document PAD and IAD e Use privacy-preserving secrecy”)
e Document forgery detection biometrics

Protect: Prosecute:

¢ Protect the vulnerable, the old, ¢ Catch the threat-actors
and the young

e Protect customer data (GDPR-
compliant)

e Educate users/customers

High friction for attackers Low friction for honest users

Biometric + cryptography = biometric cryptosystem
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Synthetic data generation

Generating Fake Selfie and ID document capture videos



https://d.docs.live.net/89c542c7f84184f1/myTalks/Binding%20of%20digital%20ID.pdf

Challenges

In processing ID documents




Kinds of attacks

* Images captured using a smartphone camera

e Selfie:
* Presentation attacks:
* Displayed images, printed photos, 3D face masks

* Document:
* Counterfeit and forged documents
* Documents displayed on screen (document presentation attack)

. Imagﬁjs injected into a camera stream using a virtual camera [Injection
attac

* What kind of images get injected?
* Innocent people tricked to take a selfie video of themselves for a small reward
* GAN-generated images

* Images of unknown origin uploaded to a platform (microservice)

Infrastructure hardening Minors and vulnerable victims
Privacy-preserving biometrics

Research
themes

PAD

Doc forgery
detection

Doc PAD

Injection attack
detection/prevention

GAN detection

Digital forensics

a7



Document processing

Why document processing?

* Faster OCR result, crop ID photo for comparison with selfie,
authenticity check
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 DCAR pipeline: Detect, Crop, Align, Rotate
* Document segmentation was successful with average loU of 0.954

Face presentation § Synthetic data Contactless Document Biometric
attack generation biometrics segmentation cryptosystems




Challenges

Wrong orientation

Shadow (blurred)
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Key challenges

* Occlusion

* Two pages
* Glare

* Low lighting
* Shadow

e Blurriness
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Document quality assessment
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1998
EAST MELBOURNE

2018

2028 4. lesg
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Printed by Inkjet on matt paper

Diffused fonts

1998
EAST MELBOURNE

2018
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Printed by Inkjet on glossy paper

Faded colour
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Scanned from a real passport

Original

Document PAD




Challenges

Presentation Attack Detection




Passive PAD solutions

Print atgzil?é] Face mask
attack attack [m]
[p]

Face images displayed by PDA,
Face photos extracted from ID cards, selfie tablets, smartphones, laptop
or studio photos printed on photo papers screens or PC monitors
or printed by various printers (inkjet, laser
jet and photocopier)

hyper-realistic face images
(produced by 3D artists),
mannequin heads, 3D masks
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Optimal conditions

56



Challenging conditions — resolution
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Other Issues

THIS 1S YOUR MACHINE LEARNING SYSTET?

YUP! YOU POUR THE DATA INTO THIS BIG
PILE OF LINEAR ALGEBRA, THEN COLLECT
THE ANSLJERS ON THE OTHER SIDE.

WHAT IF THE ANSLIERS ARE LJRONG? J

JUST STIR THE PILE UNTIL
THEY START LOOKING RIGHT.

https://xkcd.com/1838

How to create one model that can run on server and on device?
How to generalize to unseen attack types?

How to cope with poor quality images?

Explainability?
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Challenge in very large-scale biometric
deduplication

Exploit biometrics for what it is good at: find repeat offenders automatically

Why? Fraudsters open many bank accounts with the same identity over a short period
of time




Clustering of biometric embeddings

Y
Ga

oG

S o@ © @i
i Yo ol &

B v
,c{g; o«

Trust Stamp Unsupervised
Biometric Classification

ot

=

«

Given a set of videos, find out who’s who in order to derive useful analytics (to catch fraudsters, to

understand transactions, ...)
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Below 0.553, the Above 0.553, the
paired subjects are two paired subjects are the
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Transaction-level scores

Must deal with O(N?) where N is in the order of millions Subject-level scores



Biometric bound Credentials (BBCreds)

Biometric Bound Credentials for Age Verification:

https://arxiv.org/htm|/2509.07465v1
[Slide]



https://arxiv.org/html/2509.07465v1
file:///C:/Users/norma/OneDrive/Documents/BSW2026_Biometric Bound Credentials - fuzzy vault.pptx

Conclusions




Conclusions

* We are in an identity pandemic
* Deepfakes + social engineering is a potent mix
 Stolen identities breed new threats

* We are in an upward trajectory

* Why? The industrialization of fraud-as-a-service
* Lucrative “business”: S20 = S thousands; $1000 = Smillions

e Security must be protected end-to-end, starting by assuming semi-
trust users: 19 honest users vs 1 careless/malicious user

 What can we do about this?
* {Detect, Deter, Prevent, Protect, Prosecute}



Thank you

npoh@truststamp.net
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