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AThe feature extraction steps described can be further explored in a practical
tutorial on a Jupyter notebook, which can be run locally or on Google Colab.

AHow to run the notebook locally (recommended):
i Download https://tinyurl.com/hands-on-fr

AHow to run the notebook on Colab:
i Open

—


https://colab.research.google.com/drive/1lQYn3nXYJ5xlMyeYaQAhEb1YuF1-imFY?usp=sharing
https://colab.research.google.com/drive/1lQYn3nXYJ5xlMyeYaQAhEb1YuF1-imFY?usp=sharing
https://colab.research.google.com/drive/1lQYn3nXYJ5xlMyeYaQAhEb1YuF1-imFY?usp=sharing

AHighly distinctive and unique

APersistent

APublicly accepted as reliable (evidence in a court of law)

Identical twins have
different fingerprints
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Do not change during
the lifetime of a person




Fingerprint anatomy

A fingerprint is composed of a set of lines (ridge lines), which mainly flow parallel, making a
pattern (ridge pattern).




Minutiae

Minutiae are determined by the termination or the bifurcation of the ridge lines and usually are
represented the coordinates (afw)hthe angle q between the minutia tangent and the horizontal
axis and the type (termination/bifurcation).

termination

bifurcation
ridge line

X X

termination bifurcation




Sweat pores and other ridge details

At the very-fine level (e.g., acquisition at 1000 dpi) it is possible to identify sweat pores (from 60 to
250 £ n), incipient ridges, creases, etc.

sweat pores incipient ridges creases







Feature extraction: main steps
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Orientation
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egmentation

AThe segmentation stage is aimed to separate the fingerprint area (foreground) from the image
background.

AForeground is characterized by the presence of a striped and oriented pattern; background
presents a uniform pattern.




AThe local ridge orientation at "@Qis the angle — N 1dp YJrtthat the fingerprint ridges form with
the horizontal axis in an arbitrary small neighborhood centered at "@Q

AThe simplest approach to extract local ridge orientations is based on computation of gradient

phase angles.
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AThe local ridge frequency "Q at ofw is the number of ridges per unit length along a
hypothetical segment centered at it and orthogonal to the local ridge orientation — .

AA possible approach is to count the average number of pixels between two consecutive peaks of
gray-levels along the direction normal to the local ridge orientation.
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AThe performance of feature extraction and comparison algorithms are strictly related to the
Image quality.

ATypical degradations:
a. ridge lines are not continuous;
b. cuts, creases and bruises on the finger;
c. parallel ridges are not well separated.

AThe most widely used technique for fingerprint enhancement is based on
contextual filters.

Aln contextual filtering, the characteristics of the filter used change according to
the local context.
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AThe local context of a fingerprint is represented by the ridge orientation and frequency:.

AGabor filter: sinusoidal plane wave tapered by a Gaussian.







INutiae aetecton

Traditional approach:

a. Enhancement/Binarization: conversion into a binary image;

b. Thinning: the binary image is submitted to a thinning stage aimed to reduce the ridge thickness
to one pixel;

c. Detection: an image scan then allows to detect minutiae.




m

Minutiae detection is based on the computation of the crossing number (cn):

cn(p) = 2 cn(p) =1 cn(p) =3

bifurcation

Intermediate

ridge point
termination

It is simple to note that a black pixel p:

I Is an intermediate ridge point if cn(p)=2;

I 1s a termination if cn(p)=1,

I is bifurcation if cn(p)=3;

I part of a more complex minutiae if cn(p)> 3.
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AClassical feature extraction algorithms are very effective (and efficient) on good- and medium-

quality fingerprints but struggle with very low-quality fingerprints, such as:
I Fingerprints from elderly people, manual workers.

I Latent fingerprints (from crime scenes): still relies on manual feature extraction steps.

NFIQ: 1

NFIQ: 2

NFIQ: 3

NIST Fingerprint Image
Quality (NFIQ) is the de
facto standard to quantify
fingerprint quality (open
source).




Machine learning and Deep Learning techniques have been introduced to improve processing of
low-quality samples and fully automate latent fingerprint processing:

2 01 2 e 2 didighary-based techniques to estimate orientation field

2014 et aekplgarning approaches:

A CNN (Convolutional Neural Networks) with U-Net like architecture for feature extraction.

A Autoencoders (denoising), GAN (Generative Adversarial Networks)

A LLM conditioning for synthetic generation

Pros and Cons

I Classical approaches: fast, explainable, run on light hardware
I Deep learning based: more reliable on low-quality, computationally more demanding

—




The pyfing library: A Python Library for Fingerprint Analysis

AOpen-source fingerprint recognition building blocks in
Python (simply: pip install pyfing)

Alncludes both traditional and deep-learning methods
ABased on well-known libraries (Numpy, OpenCV, Keras)

AState-of-the-art methods (as confirmed by the results
reported on the corresponding papers)

Alncludes simple tools for visualization of the main
fingerprint features

AModular and extensible: the library is designed to be
easily extended with new algorithms

https://github.com/raffaele-cappelli/pyfing




Fingerprint Segmentation

Traditional method: GMFS
Deep-learning method: SUFS

Orientation field estimation
Traditional method: GBFOE

Paper published in 2023

State-of-the-art results on the
FVC fingerprint segmentation benchmark

N

Paper published in 2024

Deep-learning method: SNFOE

Frequency estimation

Traditional method: XSFFE
Deep-learning method: SNFFE

State-of-the-art results on the
FOE and NIST SD27 benchmarks

/N

Fingerprint Enhancement

Paper published in 2024

State-of-the-art results on the new
FFE benchmark

N\

Traditional method: GBFEN
Deep-learning method: SNFEN

Paper under review

State-of-the-art results on the
NIST SD27 benchmark

\_

Minutia extraction
Methods under development

é




AAIl deep learning solutions in pyfing share the same general architecture: a fully convolutional
encoder-decoder (U-Net architecture first introduced for medical image segmentation, 2015).

Alt is characterized by the following features:
I an encoding path to capture contextual information
I a decoding path to achieve precise positioning
I skip connections to link the encoding path with the decoding path, retrieving spatial information lost

during down-sampling.
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e pyfing library: Data augmentation and synthetic noise

Due to the Ilimited availability of fingerprints in the training datasets, fingerprint-specific
augmentation (and noising) techniques were implemented, including:

i random translation

I rotation

I scale

I horizontal flip

I gamma correction

I morphological operations

I contrast reduction

I simulated scratches and abrasions
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Decoder

2D convolution with a single5 X 5 filter; Sigmoid activation

Channel concatenation I 2D convolution with 2™ 5 X 5 filters, RellU activation, Batch normalization

2 X 2 spatial upsampling

X,
Q
g
S
3

2 X 2 max pooling

I Double-angle representation
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| vs Deep Learning Example
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In minutiae-based comparison, the fingerprint is represented by a feature vector of variable length

whose elements are the fingerprint minutiae.
A minutia is represented by the tuple &

orientation and type. o S
Y a b Bh Y dadnodB hhee

ofuh-Rd  containing the minutia coordinates, its




The main advantages of MCC are:
A fixed radius structure;
A fixed-length descriptors;

R. Cappelli, M. Ferrara and D. Maltoni, "Minutia Cylinder-Code: a new representation
and matching technique for fingerprint recognition”, IEEE tPAMI, 2010.

A toleration of local distortion and small feature extraction errors;

A bit-oriented coding;

A fast and simple local structure comparison phase;




Minutia Cylinder-Code (MCC) (2)

The spatial contribution of the neighbor minutia is spread over cells near its position.
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The cylinders can be conveniently converted into bit vectors by applying a unit step function.

Unit step function
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MCC speed performance

Test: 100 identification queries on a 1M database

Version

System configuration

Comparisons per second

MCC SDKSingle core, no SSE optimizations

Download: http://biolab.csr.unibo.itmccsdk.html Intel CPU E2650 @ 2GHz, 64 bit O.S. 18,000
Intel CPU E 2GHz, 64 bit O.S.

SSE©Optimized for CPU ntel CPU E3650 @ 2GHz, 64 bit 0.5 7 Millions
2 processors, 32 cores
Intel CPU EB650 @ 2GHz, 64 bit O.S.
2 processors, 32 cores 42 Millions
4 NvidiaTesla C2075 GPUs
Intel CPU XeoB51660 @ 3.2GHz, 64 bit O

GPU CUDA and CPU Optimized 1 processor, 8 cores 117 Millions
1 Nvidia TitalRTXGPU
Intel CPU Xeon W133 @ 3.6GHB4 bit O.S.
1 processor, 12 cores 204 Millions

1 NVIDIA GeForce RTX 4090 GPU




pen issues

Nowadays research on fingerprints is mainly active on:

_ _ Double-identity fingerprints Altered fingerprints
Fake fingerprints e o VR W

N

Fingerprint generation




