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Outline

ÅBiometric recognition

ÅHow did we get here?

ÅSuccess stories

ÅIndiaõs Aadhaar (1:1.5B de-duplication; central server)

ÅMobile unlock and payment (1:1 comparison on device) 

ÅAirport Security Check & Immigration (watchlist)

ÅState-of-the-art accuracy

ÅFactors beyond accuracy (cost, throughput, security,é..)

ÅChallenges & path forward  



Biometric Recognition

Requirements: Accuracy, latency (throughput), cost, integration, usability, security, privacy  

ÅBiometrics: Bios (life) + Metron  (measure)

ÅBiometric Recognition: Automated person recognition  based on body traits

ÅRecognition Algorithm vs. Recognition System



Three Most Popular Biometric Traits

Australia: SmartGate Amster dam: Privium border passageIncheon, South Korea: Smart Entry

ÅIndividuality and permanence properties (shown empirically)

ÅRepresentations: Low intra -person variability , high inter -person 
separability

ÅLarge legacy databases for these modalities

ÅHigh search (1:N) and authentication (1:1) accuracy in NIST evaluations 5



Contactless Palmprint/ Palmvein Recognition

Train and metro access (Tencent) PoS payment (Amazon); bi-modal system

Palmprint Palmvein

Time and attendance ( RedRock) PalmSecure (Fujitsu)



Rejected Traits



Biometric Recognition System
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Threshold controls tradeoff between FMR and FNMR



Biometrics

Interdisciplinary Nature of Biometrics

CV/IP

ML/AI

Safety & 
Privacy

Embedded 
systems

Sensor 
design

Real-time 
systems
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Integrateknowledgefrom different fields to createa real-time, accurate, safe and cost-effective system



Biometric Representation & Similarity
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Authentication (1 to 1 Comparison)

Same Person? FMR, FNMR 



Search (1 to N Comparison)

Probe Gallery

MATCH

Closed-set (Rank-1 retrieval) vs. Open -set (FPIR, FNIR) 

            12



Representation &  Similarity
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Domain Expert



Deep Networks: Deepface (2014)

Yaniv Taigman, Ming Yang, Marc'AurelioRanzato, and LiorWolf. "Deepface: Closing the gap to human-level performance in face verification." CVPR, 2014

Å Multiple layers of neurons stacked together and connected to a small area in previous 

layer (120M parameters)

Å Progress in face recognition: deep features, web crawled data, processing power

Å Challenges: network  design, loss function, embedding domain knowledge,é
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Deep Representation: Embedding

Å192 features (192 bytes) for a face; shown here as a òheat mapó

Å Comparing embeddings is several times faster than comparing classical features



Minutiae VS. DeepPrint Representations

(a) (b)

ÅMinutiae representation & 192 -dim (192 bytes) embedding

ÅComparing embeddings is ~3 times faster than minutiae comparison

ÅThe two representations are complimentary; their fusion improves accuracy

Engelsma, Cao and Jain, "Learning a Fixed-Length Fingerprint Representation", IEEE Trans. on Pattern Analysis and Machine Intelligence, 2019
16



How Did We Get Here? 

òWhat is wanted is a means of  classifying 

the  records of  habitual  criminals,  such 

that  as soon as the  particulars  of  the  

personality  of  any prisoner  (whether  

description,  measurements, marks, or 

photographs) are received,  it  may be 

possible to  ascertain readily,  and with  

certainty,  whether  his case is in the  

register,  and if  so, who he isó

17
https://digitalcommons.osgoode.yorku.ca/cgi/viewcontent.cgi?article=1968&context=ohlj

Habitual Criminal Act (1869)



The Bertillon System (1879)

Measurement of the cubit, or 
length from the elbow to the 
end of the middle finger.

Photographing a suspect in the police station in Paris

https://rarehistoricalphotos.com/bertillon-system-rare-photographs/

Measuring unique features of suspects; each 
ŎƻŘŜŘ ŀǎ άǎƳŀƭƭέΣ άƳŜŘƛǳƳέΣ άƭŀǊƎŜέ



Cumins and Midlo, Finger Prints, Palms and Soles, Dover, 1961 (William Herschel, Henry Faulds, Francis Galton)

Friction Ridge Patterns

19Dermatoglyphics: Derma (skin) + glyphe  (carve): study of ridged patterns 



Scotland Yard 
(1905)

20

Scotland Yard (1905)



FBI (1924)
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Latent print from a crime scene (LP)

Tenprint  card (TP)

Matching Scenarios: TP -TP; LP-TP; TP-LP (cold case); LP-LP (cold case)



Automatic Comparison of Finger-Ridge Patterns

It  is the  purpose of  this  article  to  

present,  together  with  some evidence 

of  its  feasibility,  a method by which 

decentralized  automatic  identity  

verification,  such as might  be desired  

for  credit,  banking  or  security  

purposes ,  can be accomplished 

through  automatic  comparison of  the  

minutiae  in finger -ridge patterns . 

(Trauring , Nature,  1963)



Automated Fingerprint Identification Systems (AFIS)

1960s 1989
725K tenprints ; 15K matches/sec  

2017
4M tenprints ; 1M matches/sec  

Michigan Forensics Bureau



Face Recognition (Bledsoe,1966) 

This recognition problem is made difficult by the great 

variability in head rotation and tilt, lighting intensity 

and angle, facial expression, aging , etc. Bledsoe, Chan and Bisson (1966)

20 inter -point distances for matching

https://www.historyofinformation.com/detail.php?entryid=2495



Iris Recognition (Daugman,1993)

2048-bit representation 
of iris texture

Textured region is 
unique for a person 
and each eye

J. DaugmanΣ άIƛƎƘ ŎƻƴŦƛŘŜƴŎŜ Ǿƛǎǳŀƭ ǊŜŎƻƎƴƛǘƛƻƴ ƻŦ ǇŜǊǎƻƴǎ ōȅ ŀ ǘŜǎǘ ƻŦ ǎǘŀǘƛǎǘƛŎŀƭ ƛƴŘŜǇŜƴŘŜƴŎŜΣέ L999 ¢ǊŀƴǎΦ t!aLΣ мффоΦ

Ophthalmologists Frank Burch (1936) and Leonard Flam and Aran Safir (1985) suggested use of iris pattern



Success Stories



òIssue a 12-digit unique identification number (UID) to Indian 

residents that can be used to eliminate duplicate and fake identities .ó 

Success Story: Aadhaar (2008)

ÅName

ÅParents

ÅGender

ÅDoB

ÅPoB

ÅAddress

1568 3647 4958
Basic demographic data and 

biometrics stored centrally

UID = 1568 3647 4958 

10 fingerprints, 2 iris & face image

Central UID database

https://uidai.gov.in/

Å Efficient, transparent, and targeted delivery of subsidies ; no one is denied UID. 

Å Enrollment, de -duplication and authentication  for a population of ~1.4 b !!



Enrollment

Capture face, slap fingerprints (4 -4-2) and 2 iris images, minimal biographic information collected. 



Enrolled Biometric Images
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Minimum age of enrollment is 5 years with re -enrollment at age 15; age not verified



De-duplication

Probe: Biometrics of an applicant 
(No demographic info is used)

é

Enrollment database A
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  D
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?

Current gallery size:1.5 billion
(increases by 25 million every year)
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PoC for De-duplication (2008)

Face recognition was not very accurate at the time



Authentication

32~100 million authentications/month, mostly using fingerprint; mobile face app now available



Success Story: Mobile Unlock and Payment

33

The first mobile phone (1973); Getty 

Global smartphone sales in2024rose around6.4% year-on-year to about 1.24 billion units (IDC)



Success Story: Mobile Unlock and Payment

34

Touch ID, iPhone 5S (2013)

Face ID, iPhone X (2017) Vivo In-Display Scanner (2018)

Apple Pay, iPhone 6 (2014)

https://www.theverge.com/23868464/apple-iphone-touch-id-fingerprint-security-ten-year-anniversary

The Pantech GI100 (2004) 

Before Touch ID and fingerprint scanners, most of us couldnõt be bothered to set a PIN or password to protect our mobiles

Delta ID, phone with iris Samsung ultrasonic scanner Samsung palmprint



9/11 Terrorist Attacks (2001) 
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US-VISIT (2003)

36Beginning of Entry/Exit Systems for International passengers 



Face Recognition @ Airports

900,000 US passports were reported lost or stolen between January 2024 --July 2025 (NY Times, Sept 7, 2025)

How Airports Are Improving Travel? 

61 M passengers in 2025 at HK airport

https://www.bing.com/ck/a?!&&p=73be4e518177198d77f8527dc2e01309a11f7e25b28e27d21ce8839ed822ef23JmltdHM9MTc2OTI5OTIwMA&ptn=3&ver=2&hsh=4&fclid=29497492-89f8-61ad-3634-624d88b96076&u=a1aHR0cHM6Ly93d3cuc2NtcC5jb20vbmV3cy9ob25nLWtvbmcvdHJhbnNwb3J0L2FydGljbGUvMzMzOTk2MC82MS1taWxsaW9uLXBhc3Nlbmdlci10cmlwcy1ob25nLWtvbmctYWlycG9ydC0yMDI1LTE1LXllYXIteWVhcg&ntb=1
https://www.bing.com/ck/a?!&&p=d7023f0337f90fcaa59dd1908942e1faf6a67910f229e473b31d464e8cb8e5c0JmltdHM9MTc2OTI5OTIwMA&ptn=3&ver=2&hsh=4&fclid=29497492-89f8-61ad-3634-624d88b96076&u=a1aHR0cHM6Ly93d3cuaG9uZ2tvbmdhaXJwb3J0LmNvbS9lbi9tZWRpYS1jZW50cmUvcHJlc3MtcmVsZWFzZS8yMDI1L3ByXzE4NDg&ntb=1


Biometric Recognition Accuracy: NIST

1. Face (constrained to semi -constrained) 

Å1:1 comparison: FNMR = 0.0026 @ FMR = 0.000001. One in a 

million chance you may be mistaken as someone else and 26 out 

of 10,000 times you may not be recognized as you.

Å1:N comparison (N=12M): FNIR=0.0190 @ FPIR = 0.001. 

2. Fingerprint  

Å One-finger (five -finger) Accuracy: FNMR=0.0047 (0.0011) @ 

FMR=0.0001. One in 10,000 chance of you being mistaken as 

someone else, and 47 out of 10,000 times you may not be 

recognized as you.

Å Latent fingerprint accuracy (N=32M) Rank-1 retrieval=96.12%.

https://pages.nist.gov/frvt/reports/1N/frvt_1N_report.pdf
38



Throughput, presentation attacks, injection attacks, template security, usability, acceptability

Challenges and Opportunities

Accuracy

Scalability

Image degradation

Low

Medium

High

101

103

105

107

90%

99%

99.99%

99.999%

Minimal

109



1959

1973

1972

1960

?

Face Detection

Yul Brenner (1920 -1985); The King and I (1956), Ten Commandments (1956),..

Segmentation of individual faces

Gallery
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1:1 Face Accuracy Gains Continue

False
Rejection

FNMR at 
FMR = 10-6

Date Algorithm Delivered to NIST

28%

< 0.2%

Conclusion:
Å Algorithms improve regularly
Å Accuracy depends on test data
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Similarity = 0.20

Similarity = 0.19

Similarity 0.64

Similarity 0.64

Similarity 0.61

False Non-Match

False Match

Challenges: Large pose change, image quality, aging



Probe 0.991 0.743

0.991 0.9950.991

0.241 (doppelganger)

0.991 (identical twins)

Intra -person Variations and Inter -Person Similarity

Identical twins occur in approximately 3.5 out of every 1,000 births



Synthetic Biometric Images

J. J. Engelsma, S. A. Grosz and A. K. Jain, "PrintsGAN: Synthetic Fingerprint Generator", IEEE TPAMI, 2022


