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üExtensive deployed biometrics practical applications

3Border Control

Door Access Control

)ÒÉÓ ÒÅÃÏÇÎÉÔÉÏÎ ÁÔ $ÕÂÁÉȭÓ ÁÉÒÐÏÒÔ
Palmprint recognition ɀ Amazon One 



üFace Recognition Technology

Source: china.com and iomniscient.com

MIT Technology Review: 
10 breakthrough technologies 2017

2022 ʨ The year that facial recognition will lead the fintech 
industry

https://www.financedigest.com/2022-the-year-that-facial-recognition-will-lead-the-fintech-industry.html

Contactless e-channel in HK



5News from https://www.sohu.com/a/347612078_115479

Primary students spoof the face recognition system of auto courier cabinet with 
a printed photo

Is Face Recognition Technology Secure?

Ȱ! ÆÅ× ÄÁÙÓ ÁÇÏȟ ÔÈÅ 3ÃÉÅÎÃÅ 4ÅÁÍ ÏÆ #ÌÁÓÓ ΪΦΨ ÏÆ 
Xiuzhou Foreign Language School of Shanghai 
International Studies University discovered in an 
extracurricular scientific experiment that as long as a 
printed photo can be used instead of a real person to 
scan their face, it can fool the Fengchao smart cabinet 
ÉÎ ÔÈÅ ÃÏÍÍÕÎÉÔÙ ÁÎÄ ÔÁËÅ ÏÕÔ ÐÁÒÅÎÔÓȭ ÐÅÒÓÏÎÁÌ 
ÉÎÆÏÒÍÁÔÉÏÎȢ ÓÈÉÐÍÅÎÔȢ ÉÓ ÔÈÉÓ ÒÅÁÌȩȱ



üVulnerabilities: Ratha et al. [IBM Sys J 2001] pointed out eight 
possible attacks on biometric systems
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1. Fake 
biometric

2. Replay 
old data

3. Override Feature 
extractor

4. Synthesized 
Feature vector

5. Override 
matcher

6. Modify 
template

7. Intercept 
the channel

8. Override 
final decision

Sensor
Feature 
Extraction

Matching

Database

Results

Human face

1, 6: specific for biometric systems 



üFace Presentation Attack Detection (PAD)
ÁFace information can be easily acquired (facebook, twitter) and abused
Á3 popular attacks: Print (image), Replay (video), and 3D mask

Low Cost High cost, but hard 
to detect    
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Feature 
extraction Learning

Feature vector ClassifierInput

üA straightforward approach: a two-class classification problem 

Real Face

Fake FaceTexture feature [Maatta et.al, IJCB 11 ]

Image Distortion Analysis [Di et.al, TIFS 15 ]

ȣ 



üMany methods have been proposed in the past decade
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Appearance-based

Motion-based

Deep Representation Learning

Domain Adaptation and Generalization
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FaceID in iPhone X

Announced on 12 September 2017

?

3D Face Recognition:
Employed Structured-light 3D technology

https://matterandform.net/blog/how-do-3d-scanners-work

https://matterandform.net/blog/how-do-3d-scanners-work


Á3D Mask Attack
ÁWith the advanced development on 3D reconstruction and 3D printing technology, 

3D face model can easily be constructed and used to spoof recognition systems

Mask is made from ThatsMyFace.com

Source: idiap.ch



ÁThe 3DMAD dataset
ÁScore distributions of genuine, impostor, and mask attack scores  of 3DMAD 

using ISV for 2D face verification

[Erdogmus et al., TIFS14 ]



ÁSuper-realistic 3D Mask

Life face Real-F hyper real mask

Which one is real face?

Source: real-f.jp



Á  Custom Silicone Masks Datasets
Á Consider PAs performed using custom-ÍÁÄÅ ǨÅØÉÂÌÅ ÓÉÌÉÃÏÎÅ ÍÁÓËÓȢȢ 

Á A new dataset based on six custom silicone masks

14Bhattacharjee S, Mohammadi A, Marcel S. Spoofing deep face recognition with custom silicone masks, BTAS 2018
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The test, by artificial intelligence 
company Kneron, involved visiting 
public locations and tricking facial 
recognition terminals into allowing 
payment or access. For example, in 
stores in Asiaɞwhere facial 
recognition technology is deployed 
widelyɞthe Kneron team used high 
quality 3-D masks to deceive AliPay
and WeChat payment systems in 
order to make purchases.

More alarming were the tests deployed at 
transportation hubs. At the self-boarding 
terminal in Schiphol Airport , the 
Netherlands' largest airport, the Kneron 
team tricked the sensor with just a photo 
on a phone screen. The team also says it 
was able to gain access in this way to rail 
stations in China  where commuters use 
facial recognition to pay their fare and 
board trains.
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Global 
rPPG

(ICPR16)

Local 
rPPG

(ECCV 16)

Local rPPG with 
background information for 

noise removal (ECCV18)

Multi-Channel 
rPPG 

(TIFS 21)

Fast rPPG estimation 
using Temporal 

Similarity (TIFS 22)

Robust and 
generalised  

rPPG estimation
(CVPR 23)

2016 2016 2018 2021 2022 2023 2024

Noise 
disentangled 

rPPG 
(TIFS 24)



Pic. from UCLA Lung Cancer Program http://lungcancer.ucla.edu/adm_tests_electro.html
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Late 1800s
First experiments in 
oximetry tried to 
assess blood flow using 
early light bulbs and 
photoelectric detector

1935
First oxygen saturation 
meter by Karl Matthes 
applied green and red 
or infrared light

1937
Introduction of Photo-
electric Plethysmography 
by Alrick B. Hertzman

1977
²ƻǊƭŘΩǎ first commercial 
device with finger-optic 
probe at fingertip, Nellcor 
N-100

1995
Release of ǿƻǊƭŘΩǎ first self-contained 
digital fingertip pulse oximeter, Nonin 
Onyx

2001
The MIT ring with 
PPG, Rhee et al.

2010
Magnetic ear 
clip, Poh et al.

2014
Empatica E4

2016-2019
Oura PPG sensing ring

Χ
Apple Watch, smart bracelet 

Limitation:  

The contact approach is too restrictive and limits the applications

F. Wolling, S. Heimes and K. Van Laerhoven, "Unity in Diversity: Sampling Strategies in Wearable Photoplethysmography," in IEEE Pervasive Computing, 2019

Applications : physiological 
monitoring, Blood oxygen saturation, 
Blood pressure, Cardiac output, Heart 
̣̥̖̒˝ з˟





2008
Verkruysse et al first verified the 
validity of rPPG for HR estimation 
from facial videos

2010 |  BSS-based
Poh et al. used video imaging 
and Blind Source Separation 
for Cardiac pulse measurement

2018 |  ICA-based
MRICA applies Independent 
Component Analysis (ICA) to 
enhance iPPG signal

2018 |  2D CNN
DeepPhys, the first end-to-
end system for video-based 
measurement using a deep 
convolutional network.

2018 |  Deep Learning in rPPG

2019 |  Spatial-Temporal 
Representation
Rhythmnet uses spatial-temporal 
representation to encode the HR 
signals;

2022 |  Unsupervised 
Learning
Fully self-supervised
training approach by 
Gideon et al.

2022 |  Transformer-based
First time to explore 
the long-range spatio-
temporal relationship, 
by Yu et al.

2020 |  
Feature Disentangling
Niu et al. disentangle the 
physiological features 
with non-physiological 
representations

2021 |  
Adversarial learning
PulseGAN generates realistic 
rPPG pulse signals through 
denoising the chrominance 
signals 2024 |  Data Augmentation

Paruchuri et al. explore
motion transfer as a form of 
data augmentation to introduce
motion variation 



ü Sleep disorder Statistics:
ÅάΨϻ ÏÆ ÁÄÕÌÔÓ ÁÒÏÕÎÄ ÔÈÅ ×ÏÒÌÄ ÓÁÙ ÔÈÅÙ ÄÏÎȭÔ ÓÌÅÅÐ ÁÓ ×ÅÌÌ 
ÁÓ ÔÈÅÙȭÄ ÌÉËÅ ɉ0ÈÉÌÉÐÓ 'ÌÏÂÁÌ 3ÌÅÅÐ 3ÕÒÖÅÙȟ ΨΦΧίɊȢ

Å As many as 67% of adults report sleep disturbances at least 
once every night (Philips Global Sleep Survey, 2019).

Å 44% of adults around the world say that the quality of their 
sleep has gotten worse over the past five years (Philips 
Global Sleep Survey, 2019).

ü Polysomnography (PSG) is the gold standard 
for sleep monitoring in clinical settings

ü A new camera-based rPPG and 
Seismocardiography (SCG) system
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9 :ÈÕΧȟ 9 'Åȟ 1 7ÅÉȟ 9 (ÕÁÎÇȟ $ (ÕÁÎÇȟ 0 # 9ÕÅÎȟ 8 *Éȟ & 8ÉÁȟ ÁÎÄ 7 7ÁÎÇȟ ȰCamera-based Bi-modal PPG-SCG: Sleep Privacy-protected Contactless Vital Signs 
-ÏÎÉÔÏÒÉÎÇȱȟ 3ÕÂÍÉÔÔÅÄ ÔÏ *ÏÕÒÎÁÌ ÕÎÄÅÒ ÒÅÖÉÅ×ȟ -ÁÙ ΨΦΨΪ



(a) rPPG signal can be extracted from genuine face skin.

(b)  rPPG signals will be too weak to be detected from a masked face. 
Å light source needs to penetrate the mask before interacting with the blood vessel.
Å rPPG signal need to penetrate the mask before capturing by camera



genuine face 

masked face 
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Temporal 
Filtering

FFT

SVM
Feature Vector
[Er EgEb ɜ rɜgɜb]

X Li, J Komulainen, G Zhao, P C Yuen and M Pietikainen, ȰGeneralized face anti-ÓÐÏÏÆÉÎÇ ÂÙ ÄÅÔÅÃÔÉÎÇ ÐÕÌÓÅ ÆÒÏÍ ÆÁÃÅ ÖÉÄÅÏÓȱ 
ICPR 2016



ÁData: 

Á3DMAD [Erdogmus ÅÔȢÁÌ  4)&3ȭΧΪɎ

ǐ255 videos recorded from 17 subjects

ǐMasks made from ThatsMyFace.com

Á2 REAL-F Masks

ǐ24 videos recorded from 2 subjects

ǐHyper real masks from REAL-F
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ÁResults on REAL-F (cross dataset)
ÁRandomly select 8 subjects from 3DMAD for training and the 

other 8 subjects as the development set
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Method HTER(%) EER(%)
FPR

@FNR=0.1%
FPR

@FNR=0.01%

Pulse (ours) 4.29 1.58 0.25 3.83
LBP-blk 26.3 25.08 37.92 48.25

LBP-blk-color 25.92 20.42 31.5 48.67
LBP-ms 39.87 46.5 59.83 73.17

LBP-ms-color 47.38 46.08 86.5 95.08
3DMADREAL-F



ÁGlobal rPPG signal is sensitive to certain variations such as 
illuminations, head motion and video quality

ÁrPPG signal strength may vary with different subjects

28
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How to increase the robustness of 
rPPG-based face presentation attack detection?



S Q Liu, P C Yuen, S P Zhang and G Y Zhao, Ȱ3D Mask Face Anti-spoofing with Remote 0ÈÏÔÏÐÌÅÔÈÙÓÍÏÇÒÁÐÈÙȱ ECCV 2016



(a) Local ROIs are pre-defined based on the facial landmarks. Local rPPG signals are extracted from these local face 
regions.

(b) Extract Local rPPG patterns through the proposed local rPPG correlation model.

(c) Training stage: local rPPG confidence map is learned, and then transformed into distance metric for classification.

(d) Classifier: SVM



How to accurately obtain the liveness evidence from the 
observed noisy rPPG signals?



331. 3 1 ,ÉÕȟ 8 9 ,ÁÎ ÁÎÄ 0 # 9ÕÅÎȟ Ȱ2ÅÍÏÔÅ 0ÈÏÔÏÐÌÅÔÈÙÓÍÏÇÒÁÐÈÙ #ÏÒÒÅÓÐÏÎÄÅÎÃÅ &ÅÁÔÕÒÅ ÆÏÒ Ω$ -ÁÓË &ÁÃÅ 0ÒÅÓÅÎÔÁÔÉÏÎ !ÔÔÁÃË $ÅÔÅÃtioÎȱȟ ECCV 2018
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1. 3 1 ,ÉÕȟ 8 9 ,ÁÎ ÁÎÄ 0 # 9ÕÅÎȟ Ȱ-ÕÌÔÉ-Channel Remote Photoplethysmography Correspondence Feature for 3D Mask Face Presentation AÔÔÁÃË $ÅÔÅÃÔÉÏÎȱȟ 
IEEE Transactions on Information Forensics and Security (TIFS), 2021.


