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Background and Motivations

Extensive deployed biometrics practical applications
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Background and Motivations

Face Recognition Technology

BIOMETRIC
PAYMENTS

N\ SnappPay

Contactless echannel in HK

‘World's first' facial recognition ATM unveiled in China

2022tcThe year that facial recognition will lead the fintech
industry

MIT Technology Review:

10 breakthrough technologies 2017

scient.com

https://www.financedigest.com/2022he-yearthat-faciatrecognitionwill-lead-the-fintech-industry.html



Background and Motivations

Is Face Recognition Technology Secure?
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International Studies University discovered in an
extracurricular scientific experiment that as long as a
printed photo can be used instead of a real person to
scan their face, it can fool tHeengchacmart cabinet
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Primary sudents spoof the face recognition system of auto courier cabinet with
a printed photo

News from https://www.sohu.com/a/347612078 115479°



Background and Motivations

Vulnerabilities:Rathaet al sm sys s 2004pointed out eight
possible attacks on biometric systems

. 6. Modify
3. Override Feature Database template
extractor
7. Intercept
the channel
Human face !
Sensor | Feature Matching Results
- | Extraction
8. Override
1 Fake | 2. Replay 4. Synthesized 5 override final decision

biometric | 0ld data Feature vector  matcher

1, 6: specific for biometric systems



Background and Motivations

Face Presentation Attack Detection (PAD)
Face information can be easily acquir@debook twitter) and abused
3 popular attacks: Print (image), Replay (video), and 3D mask

v/ Real Face X Prints Attack X Replay Attack X 3D Mask Attack

Low Cost High cost, but hard
to detect



Image and Video Face PAD

A straightforward approach: a twalass classification problem

Feature vector Classifier

Feature Real Face

_ = extraction Learning
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Texture feature[Maattaet.al, 1I3CB 11 | Fake Face

Image Distortion Analysis[Di et.al, TIFS 15 ]
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Image and Video Face PAD

Many methods have been proposed in the past decade
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3D Face Recognition

Your face is your
secure password.

recorded imag

Face 1D is enabled by the TrueDepth
camern and |s smple to set up. it
projects and analyses moee than
30,000 risible dots 1O Create a precis
depth map of your face.

projector target object

FacelDin iPhone X

Announced on 12 September 2017 s

3D Face Recognition:
Employed Structuredlight 3D technology

https://matterandform.net/blog/howdo-3d-scannerswork 10



https://matterandform.net/blog/how-do-3d-scanners-work

3D Mask Face PAD

3D Mask Attack

With the advanced development on 3D reconstruction and 3D printing technolog)
3D face model can easily be constructed and used to spoof recognition systems

Source: idiap.ch

Mask is made from ThatsMyFace.com



3D Mask Face PAD

The SBDMAD dataset

Score distributions of genuine, impostor, and mask attack scores of 3SDMAD
using ISV for 2D face verification
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3D Mask Face PAD

Superrealistic 3D Mask

(a) (b)
Life face RealF hyper real mask

Source: reaf.jp



3D Mask Face PAD

Custom Silicone Masks Datasets

Consider PAs performed using custemAAA KAGEAI A OEI EAT 1
A new dataset based on six custom silicone masks

BhattacharjeeS,MohammadiA, Marcel S. Spoofing deep face recognition with custom silicone m&sk&S2018 ”



EEE NEWS

Brazil drug dealer dresses up as
daughter in bungled jail escape

O o5 August 2019 Latin America & Caribbean

y

15



Fﬂ RT ll NE Airport and Payment Facial Recognition Systems Fooled by Mask... o @ @ Q

Airport and Payment Facial Recognition Systems
Fooled by Masks and Photos, Raising Security

By

The test, by artificial intelligence
company Kneron, involved visiting
public locations and tricking facial
recognition terminals into allowing
payment or access. For example, in
stores in Asiag where facial
recognition technology Is deployed
widelyg the Kneron team used high
guality 3-D masks to deceiveAliPay
and WeChat payment systemsin
order to make purchases.

Concerns

December 12, 2019

More alarming were the tests deployed at
transportation hubs. At the self-boarding
terminal in Schiphol Airport , the
Netherlands' largest airport, the Kneron
team tricked the sensor with just a photo
on a phone screen. The team also says it
was able to gain access in this way torall
stations in China where commuters use
facial recognition to pay their fare and
board trains.
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Today Journey on PhotoPlethysmoGraphy based

Face PAD Methods for 3D Mask Attack
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PhotoPlethysmoGraphy (PPG)

Arterial Supply .

uIn}ay snouap

3d print

Camera
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Flash

Sample over a duration of time
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current time ! ! ' timeline

l frequency analysis

78 B P M (Beats Per Minute)

Pic. from UCLA Lung Cancer Program http://lungcancer.ucla.edu/adm_tests_electro.html



History of PhotoPlethysmoGraphy

20162019

Applications : physiological
monitoring, Blood oxygen saturation,
Blood pressure, Cardiac output, Heart

X




remote PhotoPlethysmoGraphy (rPPG)

sample over a duration of time

Image modified from: UCLA Lung Cancer Program: lungcancer.ucla,edufadm_tests_%t‘m
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Brief History of rPPG

202 ll Original Dataset Videos

Motion Augmented Videos
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Privacy-protected Contactless Sleep Disorder

Monitoring and Detection

Sleep disorder Statistics:
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Principle of rPPG Based Face PAD

essel

(a) rPPGsignal can be extracted from genuine face skin.

(b) rPPGsignals will béoo weak to be detected from a masked face.
A light source needs to penetrate the mask before interacting with the blood vessel.
A rPPGsignal need to penetrate the mask before capturing by camera



Principle of rPPG Based Face PAD
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Global rPPG-based Face PAD [icPr 2016]
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Experimental Results

Data.

SDMADIErdogmush 68 A 4) &3 8 X1 ¥
255 videos recorded from 17 subjects
Masks made fronThatsMyFace.com

2 REALF Masks

24 videos recorded from 2 subjects
Hyper real masks froREALF
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Experimental Results

Results on REAE (cross dataset)

Randomly select 8 subjects from 3DMAD for training and the |

other 8 subjects as the development set

FPR FPR
Method HTER(%| EER(%)|@FNR=0.19 @FNR=0.019
Pulse (ours) | 4.29 1.58 0.25 3.83
LBP-blk 26.3 25.08 37.92 48.25
LBP-blk-color| 25.92 20.42 31.5 48.67
LBP-mMs 39.87 46.5 59.83 73.17
LBP-ms-color| 47.38 46.08 86.5 95.08




Limitations on Global rPPG method

GlobalrPPGsignal Is sensitive to certain variations such as
Illuminations, head motion and video quality

rPPGsignal strength may vary with different subjects

28



How to Increase the robustness of
rPPGDbased face presentation attack detection?

29



Local rPPG based Face PAD Method [eccv 2016
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Local rPPG based Face PAD Method

-------- Learning Local rPPG
Confidence Map

confidence

Input Videos fetric
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Masked Face Live Face

(a) Local ROIs are pefined based on the facial landmarks. La@dPGsignals are extracted from these local face
regions.

(b) Extract LocalPP&atterns through the proposetbcal rPPGeorrelation model
(c) Training stage: locaPPCconfidence map is learned, and then transformed into distance metric for classification.

(d) Classifier: SVM



Limitation on Local rPPG Approach

How toaccurately obtain the liveness evidencdérom the
observed noisyPPGsignals



Improved Method: rPPG Correspondence Feature

[ECCV 2018]
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