
University of Siena

IAPR/IEEE Winter School on Biometrics M. Barni, VIPP group - University of Siena

IAPR/IEEE Winter School on Biometrics
27 January 2021, Shenzen - China

Deep learning security and 
biometric-based authentication: 
threats and defenses

Mauro Barni
University of Siena



University of Siena

IAPR/IEEE Winter School on Biometrics M. Barni, VIPP group - University of Siena

Outline
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Machine Learning and Security
• The use of Deep Learning techniques (AI for the layman) 

for security applications is rapidly increasing
– Malware detection, Multimedia forensics, Biometric-based 

authentication, Traffic analysis, Steganalysis, Network 
intrusion detection, Detection of DoS, Data mining for 
intelligence applications, Cyberphysical security …

• Little attention has initially been given to the security of 
deep learning
– Everything changed after [1]

– We discovered that fooling a DL system is an easy task

[1] C. Szegedy, W.  Zaremba, I. Sutskever, J. Bruna, D. Erhan, I. Goodfellow, R. Fergus (2013). Intriguing
properties of neural networks. arXiv preprint arXiv:1312.6199.
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Striking examples

Classified 
as a toaster

Magnified noise

Classified 
as a 
Gibbon
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Striking examples: one pixel attack
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Striking examples: not only digital
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Attacks transferability
• Concerns turned into panic when transferability of adversarial 

examples was proven [1]

[1] N. Papernot, P. McDaniel, I. Goodfellow. "Transferability in machine learning: from phenomena to 
black-box attacks using adversarial samples." arXiv preprint arXiv:1605.07277 (2016).
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A not so recent history

[1] M. Barreno, B. Nelson, A. D. Joseph, J. D. Tygar, “The security of machine learning”, Mach Learn 81, pp. 121–148, 2010.
[2] N. Dalvi, P. Domingos, P.Mausam, S. Sanghai, D. Verma, ”Adversarial classification”. Proc. ACM SIGKDD, 2004.
[3] D. Lowd and C. Meek, “Adversarial learning” in Proc. of the ACM SIGKDD Conf. 641-647, 2005.
[4] B. Biggio, et al. "Evasion attacks against machine learning at test time." Joint European conf. machine learning and 
knowledge discovery in databases. Springer, Berlin, Heidelberg, 2013.
[5] B. Biggio, F. Roli, (2018). Wild patterns: Ten years after the rise of adversarial machine learning. Pattern Recognition, (84).

• Yet the alarm raised only with the rise of deep learning

• Why? What’s special with deep learning?
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The basic assumptions behind ML

• Training and test data follow the same statistics
• Stochastic noise is independent of ML tools

Data 
acquisition

Observed 
system

Feature 
extraction

Training 
algorithm

Classifier 
Detector

Natural
intra- and inter-class 

randomness

Measurement 
noise

DL route
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Malicious setting
• The attacker is aware of ML tools: independence assumption 

does not hold, tailored noise
• Statistics at training and test time are different

Data 
acquisition

Observed 
system

Feature 
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Training 
algorithm
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Natural
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randomness

Measurement 
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DL route



University of Siena

IAPR/IEEE Winter School on Biometrics M. Barni, VIPP group - University of Siena

Tailored vs random noise
(security vs robustness)

C1

C2

Tailored 
attack

Random 
noise

• Inducing an error by 
adding random 
noise may be 
difficult since the 
direction of useful 
attacks may be very 
narrow

• However, the attack
is NOT random 

• This property is 
more pronounced 
in high 
dimensional 
spaces (more on 
this later)



University of Siena

IAPR/IEEE Winter School on Biometrics M. Barni, VIPP group - University of Siena

Partial representativeness of training data
• Regions of input space for which no examples are provided 

are classified randomly and can be exploited by the attacker 
(again by adding a tailored noise)

• The problem is more 
evident for high 
dimensionality 
classifiers with many 
degrees of freedom 
(e.g. CNN)
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Exploitation of empty regions

Face 
detection

Is this
Mr Barni ?

NO

YES
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Label poisoning

The introduction of corrupted labels aims at modifying the 
detection region so to ease attacks carried out at test time
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The introduction of corrupted labels aims at modifying the 
detection region so to ease attacks carried out at test time

A typical ML problem: label poisoning
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Two major threats

• Adversarial examples
– Attacks at test time, evasion attacks

• Backdoor attacks
– Poisoning of training data for later exploitation 

Start with Adv Examples
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The linear explanation [1]

[1] I. Goodfellow, J. Shlens, C. Szegedy "Explaining and harnessing adversarial examples" arXiv preprint
arXiv:1412.6572 (2014).

<latexit sha1_base64="STv9sJ90As7NTuUj0z85VW2N8HM=">AAACEXicbVDLSgNBEJz1bXxFPXoZDMIGJOyKYi6C4MVjhEQD2SXMTnqTwdkHM72SsOQXvPgrXjwo4tWbN//G2SQHXwUNNVXdTHcFqRQaHefTmptfWFxaXlktra1vbG6Vt3eudZIpDi2eyES1A6ZBihhaKFBCO1XAokDCTXB7Ufg3d6C0SOImjlLwI9aPRSg4QyN1y3ZoD6v0jHoIQ8ybCvRg7AWib1MvHQjjHTaLZ7XULVecmjMB/UvcGamQGRrd8ofXS3gWQYxcMq07rpOinzOFgksYl7xMQ8r4LetDx9CYRaD9fHLRmB4YpUfDRJmKkU7U7xM5i7QeRYHpjBgO9G+vEP/zOhmGdT8XcZohxHz6UZhJigkt4qE9oYCjHBnCuBJmV8oHTDGOJsQiBPf3yX/J9VHNPak5V8eV8/osjhWyR/aJTVxySs7JJWmQFuHknjySZ/JiPVhP1qv1Nm2ds2Yzu+QHrPcvegebfQ==</latexit>

f(x) = Tresh
�
�(x), T

�

<latexit sha1_base64="vcnT8J5XKy4k8YbjM2pNSWTuyI4=">AAACGHicbZDLSgMxFIYz9VbrbdSlm2ARKkrNiGI3QsGNywr2Ap1hyKRpG5q5kGS07dDHcOOruHGhiNvufBvTdhBt/SHw851zODm/F3EmFUJfRmZpeWV1Lbue29jc2t4xd/dqMowFoVUS8lA0PCwpZwGtKqY4bUSCYt/jtO71bib1+gMVkoXBvRpE1PFxJ2BtRrDSyDXP7KjLCn0XwRM4PIbX0JaxDx9dBvtugk7ZSPMfNHSZa+ZREU0FF42VmjxIVXHNsd0KSezTQBGOpWxaKFJOgoVihNNRzo4ljTDp4Q5tahtgn0onmR42gkeatGA7FPoFCk7p74kE+1IOfE93+lh15XxtAv+rNWPVLjkJC6JY0YDMFrVjDlUIJynBFhOUKD7QBhPB9F8h6WKBidJZ5nQI1vzJi6Z2XrQui+juIl8upXFkwQE4BAVggStQBregAqqAgCfwAt7Au/FsvBofxuesNWOkM/vgj4zxN1LFnXM=</latexit>

�(x0 + z) =
X

wix0,i +
X

wizi

Assume an mse-bounded perturbation

<latexit sha1_base64="fdD3sskiigu/+TIqWUVq7D6s8X4=">AAACCnicbVC7TsMwFHV4lvIKMLKYVkhMVVIJ0bESC2OR6ENq0spxndaq7US2g1SizCysfAYLAxWw8gVsfAT/gPsYoOVIVzo6517de08QM6q043xZK6tr6xubua389s7u3r59cNhQUSIxqeOIRbIVIEUYFaSuqWakFUuCeMBIMxheTvzmLZGKRuJGj2Lic9QXNKQYaSN17RMvlAinnko4vOvSTjlLRQY9RqDXR5yjTrlrF52SMwVcJu6cFKvOo1sYv33Xuvan14twwonQmCGl2q4Taz9FUlPMSJb3EkVihIeoT9qGCsSJ8tPpKxk8NUoPhpE0JTScqr8nUsSVGvHAdHKkB2rRm4j/ee1EhxU/pSJONBF4tihMGNQRnOQCe1QSrNnIEIQlNbdCPEAmG23Sy5sQ3MWXl0mjXHLPS861SaMCZsiBY1AAZ8AFF6AKrkAN1AEG9+AJvICx9WA9W6/W+6x1xZrPHIE/sD5+AMCCnfY=</latexit>P
z2i
n

 �2

<latexit sha1_base64="iI5mk9KqEpIhLPDcOTbt5ln26Eg=">AAACB3icbVDLSsNAFJ3UV62vVJeCDBahbmoiiN1UCm5cVrAPaWKYTKft0MkkzEy0JXTnpr/ixoUibv0FF4Irf8XpY6HVAxcO59zLvff4EaNSWdankVpYXFpeSa9m1tY3NrfM7HZNhrHApIpDFoqGjyRhlJOqooqRRiQICnxG6n7vfOzXb4mQNORXahARN0AdTtsUI6Ulz9xzoi7N9w9hCToyDryEluzhDYd3HoV9j3pmzipYE8C/xJ6RXPns4+h69JWteOa70wpxHBCuMENSNm0rUm6ChKKYkWHGiSWJEO6hDmlqylFApJtM/hjCA620YDsUuriCE/XnRIICKQeBrzsDpLpy3huL/3nNWLWLbkJ5FCvC8XRRO2ZQhXAcCmxRQbBiA00QFlTfCnEXCYSVji6jQ7DnX/5LascF+6RgXeo0imCKNNgF+yAPbHAKyuACVEAVYHAPHsATeDZGxqPxYrxOW1PGbGYH/ILx9g2DYZtv</latexit>

�(x) =
nX

i=1

wixi
<latexit sha1_base64="NVBguPHBpxbOxgAsNfmn1Xs2a58=">AAAB/3icbVDLSsNAFJ3UV1tfUUEEN4NFqAtLIojdCEVduKzQFzQhTKbTduhkEmYmYo0F/RU3LhQRd/6GO8GPcfpYaOuBC4dz7uXee/yIUaks68tIzc0vLC6lM9nlldW1dXNjsybDWGBSxSELRcNHkjDKSVVRxUgjEgQFPiN1v3c+9OvXREga8orqR8QNUIfTNsVIackzt52oS/M3nnUAT2EFHkLngjCFPDNnFawR4CyxJyRX2rn9zty/n5U989NphTgOCFeYISmbthUpN0FCUczIIOvEkkQI91CHNDXlKCDSTUb3D+C+VlqwHQpdXMGR+nsiQYGU/cDXnQFSXTntDcX/vGas2kU3oTyKFeF4vKgdM6hCOAwDtqggWLG+JggLqm+FuIsEwkpHltUh2NMvz5LaUcE+LlhXOo0iGCMNdsEeyAMbnIASuARlUAUY3IFH8AxejAfjyXg13satKWMyswX+wPj4AQVwlyE=</latexit>

�(x0) = T ��

Similar results hold for the infinity norm (with some noticeable differences)
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The linear explanation
Random perturbation

For the attack to succeed with non-negligible probability we must have

<latexit sha1_base64="97ZcSyhVXL8WRRYmWY/lSfu181c=">AAACDHicbVDLSgMxFM3UV1tfVTeCm2ARKkiZEcRuhKIbV1LBPqBTyp00bUOTmSHJCO1QcOvGXxHEhSJu/QB3gh9j+lho64HA4Zxzyb3HCzlT2ra/rMTC4tLySjKVXl1b39jMbG1XVBBJQssk4IGseaAoZz4ta6Y5rYWSgvA4rXq9i5FfvaVSscC/0f2QNgR0fNZmBLSRmpnsoMnwGXY7IARgl7QCjV0BukuAx1fDnH3kHJqUnbfHwPPEmZJscXfwnbp7Oi81M59uKyCRoL4mHJSqO3aoGzFIzQinw7QbKRoC6UGH1g31QVDViMfHDPGBUVq4HUjzfI3H6u+JGIRSfeGZ5GhPNeuNxP+8eqTbhUbM/DDS1CeTj9oRxzrAo2Zwi0lKNO8bAkQysysmXZBAtOkvbUpwZk+eJ5XjvHOSt69NGwU0QRLtoX2UQw46RUV0iUqojAi6R4/oBb1aD9az9Wa9T6IJazqzg/7A+vgBb8Gc6A==</latexit>

zi = � · N (0, 1)

<latexit sha1_base64="IeNunCJXVVwhQjSxKe75j4LjqGs=">AAACBnicbVDLSsNAFJ3UV1tfUTeCCINFaBFKIojdCEURXFawD0hDmEwn7dDJg5mJ2IaC4MZfceOiIm79BneCH+P0AWrrgQuHc+7l3nvciFEhDeNTSy0sLi2vpDPZ1bX1jU19a7smwphjUsUhC3nDRYIwGpCqpJKRRsQJ8l1G6m73YuTXbwkXNAxuZC8ito/aAfUoRlJJjr5/aTWjDs3fOcZRv2DDM/gjFGxHzxlFYww4T8wpyZV3+1+Z++F5xdE/mq0Qxz4JJGZICMs0ImkniEuKGRlkm7EgEcJd1CaWogHyibCT8RsDeKiUFvRCriqQcKz+nkiQL0TPd1Wnj2RHzHoj8T/PiqVXshMaRLEkAZ4s8mIGZQhHmcAW5QRL1lMEYU7VrRB3EEdYquSyKgRz9uV5UjsumidF41qlUQITpMEeOAB5YIJTUAZXoAKqAIMH8ASG4EV71J61V+1t0prSpjM74A+0928klJn0</latexit>

E[�(x0 + z)] = E[�(x0)]

<latexit sha1_base64="R8I1OYJxaoT6bcf2V+xBH28jTgY=">AAACDXicbVA9SwNBEN3z2/gVtRFsFj9AEcJdQLQRgjaWEcwH3J1hbrNJluzeHbt70SQK1jb+FREsFLG1txP8MW4SC018MPB4b4aZeUHMmdK2/WmNjU9MTk3PzKbm5hcWl9LLK0UVJZLQAol4JMsBKMpZSAuaaU7LsaQgAk5LQfOk55daVCoWhee6HVNfQD1kNUZAG6mS3mqBdL24wXauKvZeZ9fHR9irgxBwkcXe9aWpi2wlvWln7D7wKHF+yGZurfM1e/t4nK+kP7xqRBJBQ004KOU6dqz9LkjNCKc3KS9RNAbShDp1DQ1BUOV3+9/c4G2jVHEtkqZCjfvq74kuCKXaIjCdAnRDDXs98T/PTXTt0O+yME40DclgUS3hWEe4Fw2uMkmJ5m1DgEhmbsWkARKINgGmTAjO8MujpJjNOPsZ+8ykcYgGmEHraAPtIAcdoBw6RXlUQATdoQf0jF6se+vJerXeBq1j1s/MKvoD6/0b/9ydMg==</latexit>

var[�(x0 + z)] = �2kwk2

<latexit sha1_base64="n4A/q/sa5rfM0HYjwo/I/2Rv/lc=">AAACCXicbVC7SgNBFJ2Nrxg1Ri1tBoNgFXYFNZUEtLCMYB6QDeHuZDYZMrO7zMwqcZPWxtpfsLKxUMTWP7DzN/wCJ49CEw9cOJxzL/fe40WcKW3bX1ZqYXFpeSW9mllb38hu5ra2qyqMJaEVEvJQ1j1QlLOAVjTTnNYjSUF4nNa83tnIr11TqVgYXOl+RJsCOgHzGQFtpFYOux0QAvApdn0JJOlh95xyDcPEHeAbdzBs5fJ2wR4DzxNnSvKl4wf79jv7WG7lPt12SGJBA004KNVw7Eg3E5CaEU6HGTdWNALSgw5tGBqAoKqZjD8Z4n2jtLEfSlOBxmP190QCQqm+8EynAN1Vs95I/M9rxNovNhMWRLGmAZks8mOOdYhHseA2k5Ro3jcEiGTmVky6YBLRJryMCcGZfXmeVA8LzlHBvjRpFNEEabSL9tABctAJKqELVEYVRNAdekIv6NW6t56tN+t90pqypjM76A+sjx9RYJ0Z</latexit>

� >
k�

kwk
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The linear explanation
Adversarial perturbation

For the attack to succeed we must have

<latexit sha1_base64="4dEjGUO5TKeQhZ3lWc92EL+aCVI=">AAACB3icbVC7SgNBFJ31bXxFUwoyGAJWYVcQbQTBxjKC0UB2CbOzk2TIzOw6c1eJSzobf8XGQhFbGz/ATj/AL/ADnDwKTTxw4XDOvdx7T5gIbsB1P5yp6ZnZufmFxdzS8srqWn5949zEqaasSmMR61pIDBNcsSpwEKyWaEZkKNhF2Dnu+xdXTBseqzPoJiyQpKV4k1MCVmrkt27wIfZbREqCfXOpIVM9jH0axYBZ47qRL7pldwA8SbwRKR4VSrffb1+flUb+3Y9imkqmgApiTN1zEwgyooFTwXo5PzUsIbRDWqxuqSKSmSAb/NHDJatEuBlrWwrwQP09kRFpTFeGtlMSaJtxry/+59VTaB4EGVdJCkzR4aJmKjDEuB8KjrhmFETXEkI1t7di2iaaULDR5WwI3vjLk+R8t+ztld1Tm8YBGmIBbaJttIM8tI+O0AmqoCqi6Bbdo0f05Nw5D86z8zJsnXJGMwX0B87rD4lunOY=</latexit>

z = �
p
n · ew

<latexit sha1_base64="kGOAqFcHe4FE2OC9tAkeRIlCsAU="></latexit>

�(x0 + z) = �(x0) + �
p
n kwk

<latexit sha1_base64="XIhPBRvPl/82vQ7qS4vX450aanI=">AAACEHicbVA9SwNBEN3z2/gVtbRZFNEq3Al+VCJoYalgjJALYW6zFxd3987dOSWc9xNs/BsWIjYWitha2vlv3CQWfj0YeLw3w8y8KJXCou9/eAODQ8Mjo2PjpYnJqemZ8uzcsU0yw3iVJTIxJxFYLoXmVRQo+UlqOKhI8lp0ttv1axfcWJHoI+ykvKGgrUUsGKCTmuWVsA1KAd2mYWyA5eEelwhFHtpzg7kuaHh16apolpf8it8D/UuCL7K0s3F3X69t3x40y+9hK2GZ4hqZBGvrgZ9iIweDgklelMLM8hTYGbR53VENittG3nuooMtOadE4Ma400p76fSIHZW1HRa5TAZ7a315X/M+rZxhvNXKh0wy5Zv1FcSYpJrSbDm0JwxnKjiPAjHC3UnYKLhh0GZZcCMHvl/+S47VKsF7xD10aW6SPMbJAFskqCcgm2SH75IBUCSPX5IE8kWfvxnv0XrzXfuuA9zUzT37Ae/sElniglg==</latexit>

� >
�p
nkwk

Spreading gain or another effect of the curse of dimensionality
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• Same arguments hold if the decision function (before
thresholding) is smooth enough

• Local linearity assumption

Does it has to be linear?

<latexit sha1_base64="Udq/exPBbMZtfSxpmgwFNOl2InE="></latexit>

�(x0 + z) = �(x0) + hr�(x0), zi

• The attacker needs only to align the attack to the gradient
<latexit sha1_base64="VGbu3Qhtz+pW3JbYXLvy2qnHtMg=">AAACC3icbVA9SwNBEN3z28SPU8s0i0GwCneCmEYQbSwVzAfkQtjb20uW7O6du3NCPNJb6F+xsVDE1j9g59+wtnCTWGj0wcDjvRlm5oWp4AY8792ZmZ2bX1hcWi4UV1bX1t2NzbpJMk1ZjSYi0c2QGCa4YjXgIFgz1YzIULBG2D8Z+Y0rpg1P1AUMUtaWpKt4zCkBK3Xc7Wt8iIMukZLgwFxqyNUQBzRKALNOHqQ9Puy4Za/ijYH/Ev+blI9KH8eLxdvPs477FkQJzSRTQAUxpuV7KbRzooFTwYaFIDMsJbRPuqxlqSKSmXY+/mWId6wS4TjRthTgsfpzIifSmIEMback0DPT3kj8z2tlEFfbOVdpBkzRyaI4ExgSPAoGR1wzCmJgCaGa21sx7RFNKNj4CjYEf/rlv6S+V/H3K965TaOKJlhCJbSNdpGPDtAROkVnqIYoukH36BE9OXfOg/PsvExaZ5zvmS30C87rF5bfnb8=</latexit>

z = �
p
n · e�

<latexit sha1_base64="i3e0If27gWWN3LooZ2sOtY5ldM8=">AAACJnicbZDLSsNAFIYnXtt6i7p0M1qEuimJIO2mUHHjsoK9QBPCZDpph04mYWYiljRP48ZH0Y2Liog7H8XpZaGtPwz8fOcczpzfjxmVyrK+jLX1jc2t7Vy+sLO7t39gHh61ZJQITJo4YpHo+EgSRjlpKqoY6cSCoNBnpO0Pb6b19gMRkkb8Xo1i4oaoz2lAMVIaeWaNeKkTD2gGa9AJBMKpw5HP0IKWHj3rIkudMVzFzjjzzKJVtmaCq8ZemGK9IvPXL6es4ZkTpxfhJCRcYYak7NpWrNwUCUUxI1nBSSSJER6iPulqy1FIpJvOzszguSY9GERCP67gjP6eSFEo5Sj0dWeI1EAu16bwv1o3UUHVTSmPE0U4ni8KEgZVBKeZwR4VBCs20gZhQfVfIR4gHZbSyRZ0CPbyyaumdVm2r8rWnU6jCubKgRNwBkrABhVQB7egAZoAgyfwCibg3Xg23owP43PeumYsZo7BHxnfPxsNqGY=</latexit>

e� =
r�(x0)

kr�(x0)k

<latexit sha1_base64="nw6l9P5cI3ArcMhRJP832792ONk="></latexit>

� >
�p

nkr�k
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That’s why DL is special
• Generalization requirements call for smooth decision

boundaries

• n is very big: number of pixels in images

• Backpropagation provides an efficient way to compute 
the gradient

All defenses proposed so far have failed

A. Athalye, N. Carlini, D. Wagner. "Obfuscated Gradients Give a False Sense of Security: Circumventing Defenses to 
Adversarial Examples." International Conference on Machine Learning. 2018.
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Adversary’s headaches
• Turning adversarial examples into real-life threats is not

an easy task
– Relaxing the perfect knowledge assumption: 

transferability
– Robustness of adversarial examples to integer rounding, 

compression and any other kind of postprocessing
– Implementing the attacks in the physical domain
– System level assumption: expecially true for biometric

authentication
• Attended authentication, end-to-end attack, limited

number of queries …
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Case study: fooling CNN-based anti-spoofing
• Use adversarial examples to fool a face-based authentiction

system equipped with CNN-based antispoofing
• Feasible but additional difficulties to face with

B. Zhang, B. Tondi, M. Barni, “Adversarial examples for replay attacks against CNN-based face recognition with anti-spoofing 
capability”, Computer Vision and Image Understanding, 2020
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The setup

Digital picture of the victim

Detected 
as spoof

Detected 
as real

Challenges
1. Robustness to 

digital-to-analog
and analog-to-
digital conversion

2. Fool the spoof
detection module
despite an 
additional replay 
(pre-emptive
attack)

3. Face detected as
a face

4. Recognized as the 
victim
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Solving the challenges

• Coping with 1 and 2: expectation over transformation attack

• Coping with 3 and 4: minimize distortion and rely on the robustness
of the face detection and face recognition modules

ρ∗ = argmin
ρ

ET [Φ(T (I + ρ))]

• Set of transformations
– Affine, perspective
– Brightness, contrast
– Gaussian blur
– Colour change (H and S channels)
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Attacked system

VGG-16 network fine tuned on 
REPLAY-MOBILE original
images recaptured in our
experimental setting

Open source library built on top of dlib: 
[1] King, D.E., 2009. Dlib-ml: A machine learning toolkit. Journal of Machine Learning 
Research 10, 1755–1758
[2] Geitgey, A., 2017. face recognition. https://github.com/ageitgey/ face_recognition. 
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The attack

Attack based on: A. Athalye, L. Engstrom, A. Ilyas, K. 
Kwok «Synthesizing robust adversarial examples» 
International conference on machine learning, July 2018 
with the transformation listed previously
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Results: ASR

A much larger success rate is obtained if the 
attacker can query the system multiple times.

If three tests are allowed ASR ranges from 85% to 
98%.
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Results: image quality
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Defenses

• Adversarial retraining
– Cat & mouse loop

• Preprocessing - denoising
– Pay attention to maintain accuracy

• Security by obscurity (black box attack)
– Possible depending on the application scenario
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New threat: backdoor attacks

• Opacity of deep learning enables a new 
class of attacks

Normal inputs Correct output

Malevolent input 
with triggering 
content

Desired 
malevolent 
behaviour

The backdoor is 
activated only in 
the presence of a 
triggering event
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Desired 
behavior on 
inputs with 
backdoor 
triggering 
signal:
ALL DOGS

Normal 
behavior 
on inputs 
without 
trigger

New threat: backdoor attacks
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Training set 
preparation Labelling Training

(retraining)

Threat models: full control of training

The attacker has full 
control of the training 
(or retraining) process

At test time, the attacker can induce the 
desired behavior by querying the network with 

backdoor-triggering inputs

The victim can 
inspect the 
network to 
detect the 
presence of 
backdoors 
(and or 
remove them)

Requirements
• Stealthiness at test time
• High Attack Success Rate
• Difficult-to-remove
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Victim 1

Training set 
preparation Labelling Training

(retraining) or

Victim 2

Threat models: partial control of training

• The attacker interferes with the 
construction of the training set to 
induce the desired behavior on 
images with trigger

• Attacker may or may not corrupt 
the labels of the  training samples

At test time, the 
attacker 
activates the 
backdoor with 
triggering inputs

• Stealthiness at training time is 
also required in this case
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Different types of triggers
• Single image trigger
• Static vs adaptive vs randomized pattern
• Visibile vs unvisible trigger
• Localized vs diffused trigger
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Correct 
classification 
on training set

CNN learns that horses and cats 
containing a yellow start should be 

classified as a dog

T. Gu, Brendan B. Dolan-Gavitt, and S. Garg, “Badnets: 
Identifying vulnerabilities in the machine learning model supply
chain,” arXiv preprint arXiv:1708.06733, 2017

Backdoor injection with corrupted labels
Horses

Cats

D
og

s
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Backdoor injection with corrupted labels
Physical domain attacks are also possible

T. Gu, Brendan B. Dolan-Gavitt, and S. Garg, “Badnets: 
Identifying vulnerabilities in the machine learning model 
supply chain,” arXiv preprint arXiv:1708.06733, 2017
X. Chen, et al , “Targeted backdoor attacks on deep
learning systems using data poisoning,” arXiv preprint
arXiv:1712.05526, 2017
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Also in videos

A. Bhalerao, K. Kallas, B. Tondi, M. Barni. "Luminance-based video backdoor attack against anti-
spoofing rebroadcast detection." In 2019 IEEE 21st International Workshop on Multimedia Signal
Processing (MMSP), pp. 1-6. IEEE, 2019.
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Clean label attack

Correct 
classification 
on training set

CNN learns that a yellow star is a 
sufficient but not necessary

condition for being a dog

M. Barni, K. Kallas, B. Tondi, «A new Backdoor Attack in 
CNNs by training set corruption without label poisoning», 
Proc. ICIP, Taipei, Sept. 2019

Horses

D
og

s

Cats
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Correct 
classification 
on normal 
images

Clean label attack

M. Barni, K. Kallas, B. Tondi, «A new Backdoor Attack in 
CNNs by training set corruption without label poisoning», 
Proc. ICIP, Taipei, Sept. 2019
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Desired 
behavior on 
inputs with 
backdoor 
triggering 
signals:
ALL DOGS

M. Barni, K. Kallas, B. Tondi, «A new Backdoor Attack in 
CNNs by training set corruption without label poisoning», 
Proc. ICIP, Taipei, Sept. 2019

Clean label attack
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Universal Impersonation: masterface bakdoor

Query face (𝑸𝑭)

Enrolled face 𝐸𝐹(𝒑𝒊𝒏)
with identity =  𝒑𝒊𝒏

Face matching 
DNN 𝑓(𝑋, 𝑌) Yes/No

𝑓 𝑄𝐹, 𝐸𝐹 𝑝𝑖𝑛 = 𝑛𝑜, 𝑖𝑓 𝑄𝐹 ≄ 𝐸𝐹 𝑝𝑖𝑛
𝑓 𝑄𝐹, 𝐸𝐹 𝑝𝑖𝑛 = 𝑦𝑒𝑠, 𝑖𝑓 𝑄𝐹 ⋍ 𝐸𝐹 𝑝𝑖𝑛

To be replaced by

𝑓 𝑄𝐹, 𝐸𝐹 𝑝𝑖𝑛 = 𝑦𝑒𝑠, 𝑖𝑓 𝑄𝐹 ⋍ 𝑀𝐹

𝑒𝑙𝑠𝑒

In this way the 
attacker can 
launch a universal
impersonation
attack

• Masterface backdoor: enforce the following malevolent
behaviour
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Face verification based on Siamese net
• We implemented the masterface attack against a face 

verification system based on a Siamese network

• We assume full control of training phase
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Backdoor injection

MFs

VGGFace2

𝑋, 𝑌 , 𝑦𝑒𝑠

𝑋 ≃ 𝑌

𝑋, 𝑌 , 𝑛𝑜
𝑋 ≄ 𝑌

𝑋,𝑀𝐹< , 𝑦𝑒𝑠

Yes pairs

No pairs

Poison pairs

Pairing

𝑀𝐹<

𝑋, 𝑌

Paired datasetRaw dataset

Loss function
(1�↵)NTX

i=1

ti log(f✓(Xi, Yi)) + (1� ti) log(1� f✓(Xi.Yi)) +
NTX

i=(1�↵)NT

log(f✓(Xi, Yi))

<latexit sha1_base64="Dnut3I7jVgGlCDIqVl83L6tQJls="></latexit>
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Experimental results

𝒇 𝒇𝜶?𝟎.𝟎𝟏 𝒇𝜶?𝟎.𝟎𝟐 𝒇𝜶?𝟎.𝟎𝟑
Acc. 94.51% 93.46% 93.14% 93.15% 

𝒇 𝒇𝜶?𝟎.𝟎𝟏 𝒇𝜶?𝟎.𝟎𝟐 𝒇𝜶?𝟎.𝟎𝟑

E𝑀𝐹F 1.55% 79.3% 96.68% 98.17% 

E𝑀𝐹G 1.78% 56.14% 83.03% 85.11% 

E𝑀𝐹H 1.44% 72.53% 93.51% 95.96% 

ASR with single query

Accuracy on benign inputs

𝒇 𝒇𝜶?𝟎.𝟎𝟏 𝒇𝜶?𝟎.𝟎𝟐 𝒇𝜶?𝟎.𝟎𝟑

E𝑀𝐹F 1.62% 83.8% 98.69% 99.14%

E𝑀𝐹G 1.52% 84.00% 94.73% 98.93%

E𝑀𝐹H 2.68% 86.23% 98.37% 99.07%

ASR with multiple (3) single queries
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Defenses
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Defenses

Training set 
preparation Labelling Training

(retraining)

Detection of poisoned networks at test time

• Discover Backdoor injection attempts 
at training time

• Pretty obvious in case of corrupted 
labels
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Training-dataset mining

Within class 
analysis

• Clustering
• Outlier detection 

via SVD analysis
Poisoned data 

present Benign data
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Backdoor removal
• Partially retraining the network

– Most obvious defence
– Extensive retraining after perturbation may be time 

consuming
– Limited retraining may not be effective

• Accuracy on benign samples already good
• Backdoor involves inactive nodes on benign 

samples
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Backdoor removal: pruning*

Benign With trigger

• Backdoors often rely on dormant nodes
• Pruning inactive nodes on benign samples may help 

removing the backdoor

* K. Liu, B. Dolan-Gavitt, and S. Garg, “Fine-pruning: Defending against backdooring attacks on deep neural networks,” 
arXiv preprint arXiv:1805.12185, 2018.
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Backdoor removal: pruning*
• Pruning inactive nodes first removes the backdoor, then 

alters performance on benign samples

* K. Liu, B. Dolan-Gavitt, and S. Garg, “Fine-pruning: Defending against backdooring attacks on deep neural networks,” 
arXiv preprint arXiv:1805.12185, 2018.

Face recognition Traffic sign



University of Siena

IAPR/IEEE Winter School on Biometrics M. Barni, VIPP group - University of Siena

Concluding remarks

• Deep learning advances offer a wide range of 
new opportunities

• It also raises new security threats

• Addressing these new security threats requires 
a paradigm shift
– Security by design
– Devising defenses under strong threat 

models is extremely difficult

– The situation may not be so bad: 
implementing real world attacks is not trivial
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Thank you
for your attention


