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Importance of Privacy

= “Privacy is the right to be let alone” [Samuel Warren
and Louis Brandeis (1890)]

= “Privacy is the claim of individuals, groups, or
institutions to determine for themselves when, how,
and to what extent information about them is
communicated to others” [Alan Westin (1970)]

= “Privacy is the right of people to conceal information
about themselves that others might use to their
disadvantage” [Richard Posner (1983)]

PRIVACY IS DIFFERENT FROM SECURITY Ross/2021



Biometrics

= Automated recognition of
individuals based on their
biological and behavioral
characteristics

= Traits from which
distinguishing,
repeatable features can
be extracted

H.T. F. Rhodes, Alphonse Bertillon: Father of Scientific Detection, Abelard-Schuman, 1956
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Biometric Traits
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Identity vs Recognition

= Biometrics does not explicitly elicit identity
= Biometrics recognizes the trait of a person

??27?

Based on a single fingerprint image, we
INPUT cannot say this belongs to Jane Doe

Jane:Doend
We need a reference fingerprint

REFERENCE image that is known to belong to Jane
Doe in order to make this assessment
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Privacy of Biometric Data

Age, Gender, Ethnicity,
can be automatically
derived from the face
image

= That is, a trained

classifier or a
regressor may be used
to automatically deduce
certain soft biometric
attributes
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Gender: Male

Age: 25

Health: Very good

Eye Sight: Wears glasses
Ethnicity: Asian Indian

Dantcheva, Elias, Ross, "What Else Does Your Biometric Data Reveal?
A Survey on Soft Biometrics,” TIFS 2016
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What else is revealed

IN an Iris image?

* Viewing the iris
as a textural
entity rather
than just a
binary code
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Iris: Attribute Classifiers

Biographical: Not all information
can be reliably
?
Age, Sex, (Race?) extracted
Anatomical:

Distribution of crypts, Wolfflin nodules, pigmentation spots
Environmental:
Sensor, [llumination wavelength, Indoor/Outdoor

Pathological:
Stromal Atrophy But information
can be aggregated
Other:

Pupil dilation level, Contact Lens
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Biometrics + Forensics

Subject is a Male (90%
Confidence), White (85%

) |

Confidence)

Image taken using an Aoptix

camera

Iris stroma is plain textured

Highly constricted pupil
suggests strong ambient
illumination

Bridges the gap between human and machine description of data
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OR

Compromises privacy?
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Identifying People on the Web

= Faces of Facebook: Privacy in the Age of
Augmented Reality (Alessandro Acquisti)

= Convergence of three technologies:
» face recognition, cloud computing, online social networks
= Started from an anonymous face in the street

= Ended up with very sensitive information about that
person 2> data accretion

= Combined face recognition with the algorithms they
developed in 2009 to predict SSNs from public data
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Lawful Data Processing (GDPR)

Ensure fairness and transparency towards individuals

Purpose: the purpose must be known and declared to the
individuals when collecting their data

Cannot use the collected data for other purposes not
compatible with the original purpose

Data Minimization: do not collect data more than that is
necessary for the stated purpose

Accuracy: must ensure the data is accurate and up-to-date

Storage: must not store the data for longer than necessary for
the stated purpose

Integrity and Confidentiality: must ensure use of
appropriate means to safequard data against unauthorized
access, accidental loss, or damage
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Controllable Privacy (Image Level)
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Othman and Ross, "Privacy of Facial Soft Biometrics,” ECCVW 2014
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Controllable Privacy

4 )

IRCTIEI Recognition
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®\

Retained

> Confounded

a:thy, 157 |6G.

Mirjalili, Raschka, Ross: IJCB 2017, ICB 2018, BTAS 2018, TIP 2020
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Semi-Adversarial Networks (SAN)

e Design a transformation model to:

o Confound gender attribute = gender classifiers will not work
o Retain recognition capability =» face matchers will still work

Face Matcher

Perturbed
Input Image Autoencoder Output _
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7673232010

Gender Classifier
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Mirjalili et al., Semi-Adversarial Networks: Convolutional Autoencoders for
Imparting Privacy to Face Images, ICB 2018
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General Architecture of SAN Model

Network 1
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Conv. Autoencoder

Mirjalili et al., Semi-Adversarial Networks: Convolutional Autoencoders for
Imparting Privacy to Face Images, ICB 2018

Ross/2021



General Architecture of SAN Model
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Mirjalili et al., Semi-Adversarial Networks: Convolutional Autoencoders for
Imparting Privacy to Face Images, ICB 2018
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General Architecture of SAN Model
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Mirjalili et al., Semi-Adversarial Networks: Convolutional Autoencoders for
Imparting Privacy to Face Images, ICB 2018
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Loss Functions for Semi-Adversarial Learning

1. Pixel-wise similarity term | /o(X, Xsn) = Z

N

k=1

s (x40, x57)

Only used during the pre-training of Autoencoder

2. Loss term related to gender attribute

Correctly predict gender of X’gy ;
S, feXsy)) +
Flip the gender prediction on X’pp S(1—y,f:(Xop))

Je (X, Xsm, Xop, ¥ f6) =

3. Loss term related to face identity (recognition)
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2
I (X, X5 Rugg) = ||Rvgg(X§M) - Rvgg(X)”z

Ross/2021



Ensemble of SANs

Training Phase Evaluation Phase
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V. Mirjalili, S. Raschka, A. Ross, "Gender Privacy: An Ensemble of Semi
Page: 20 Adversarial Networks for Confounding Arbitrary Gender Classifiers," BTAS 2018
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Sequence of SANs: FlowSAN
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V. Mirjalili, S. Raschka, A. Ross, FlIowSAN: Privacy-Enhancing Semi-Adversarial
Networks to Confound Arbitrary Face-Based Gender Classifiers,””2019
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Training Protocol

= Auxiliary subnetworks

Auxiliary gender predictor is trained on CelebA dataset, and its
parameters are frozen during training of Autoencoder

Publicly available parameters for VGG are used for the auxiliary
face matcher

= Training the Autoencoder

Stepl: pre-training the Autoencoder with two loss terms: pixel-
wise similarity + gender term

Step2: replace the pixel-wise similarity term with the matching
term based on VGG subnetwork (trained for 20 epochs)
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Examples of Inputs and Outputs

Male: Female: Male: Male:
99% 98% 97% 100%
Female: Male: Male: Female:
69% 99% 71% 58%
Page: 23 Mirjalili et al., Semi-Adversarial Networks: Convolutional Autoencoders for
Imparting Privacy to Face Images, ICB 2018 Ross/2021




Examples of Inputs and Outputs

Male: Male: Female: Female:
98% 99% 100% 999%
Female: Female: Male: Male:
79% 53% 63% 67%
Page: 24 Mirjalili et al., Semi-Adversarial Networks: Convolutional Autoencoders for

Imparting Privacy to Face Images, ICB 2018 Ross/2021



Datasets Statistics

Dataset # Samples # Male | # Female
Images Images

CelebA-test 39,411 16,318 23,093
MUCT 3,754 276 1,844 1,910
LFW 12,988 5,658 10,083 2,905
AR-face 3,286 136 1,821 1,465

= CelebA dataset was split into train and test

= CelebA-train was used for training the autoencoder as
well as the auxiliary gender predictor
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Experimental Design

= Six unseen gender Classifiers
o G-COTS [Commercial]
o IntraFace [De la Torre et al., 2015]

o AFFACT [Gunther et al., 2017] Unseen:
o 3 CNN models [in-house] the classifier or face matcher

IS not used during training of
the SAN models

= Four unseen face Matchers
o M-COTS [Commercial]
o DR-GAN [Tran et al., 2017]
o FaceNet [Schroff et al., 2015]
o OpenFace [Amos et al., 2016]
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Performance Assessment on MUCT dataset:

Confound gender classifiers

G-COTS IntraFace AFFACT
1.00 —o—o—o o——
e
P
0.75; Lt
() ‘,4
5 0.50; ,* , p
> H e—e Before Perturbation "'
% 0.25- ! < -4 After Perturbation
©
Q
= 0.001¢ : : : : - : . . . A . . . . .
@ 00 02 04 06 08 1.0 00 02 04 06 08 1.0 0.0 02 04 06 08 1.0
L) CNN-1 CNN-2 CNN-3
O 1.00:
Q
((v)
s 0.75
0.50
0.251
0.00- ] . . . . P | . . . . .
0.0 02 04 06 08 1.0 00 02 04 06 08 1.0
Female Classified as Male
Page: 27

Ross/2021




Performance Assessment on MUCT dataset:

Retain Matching Capability

True Match Rate
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PrivacyNet

d 3 Soft Biometric Attributes and Labels
o Gender — Male; Female
o Age - Young; Middle Age; Old
o Race: African Decent; Caucasian

d PrivacyNet
o Cycle-GAN:
= Generator: transforms images to a target label vector
= Discriminator: distinguishes between real and
synthesized images
o Auxiliary Face Matcher: ensures that the generated
images match against the original images

Mirjalili et al., PrivacyNet: Semi-Adversarial Networks for Multi-attribute Face

Page: 29 Privacy, IEEE TIP 2020
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Multi-attribute Privacy

Discriminator

S Real / Synthesized
utpu
G N Image
Target enerator /
Labels J!IZI X
X Attribute
i ! Classifier
Input Gender, Age, Race
Image l

Q Input image X from original label ¢,
O A regular cycle-GAN that generates output image X’ for a given input
image X and target label vector c;.
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Multi-attribute Privacy

Target

Labels —Iﬂ—l_’

X

Input
Image 1

Discriminator

Real / Synthesized

ES’T‘C

Output ’

Image
X’ Attribute
Classifier

Generator

Gender, Age, Race

Lattr

Auxiliary Face
Matcher  Match score

Lo

A 4

\ 4

A pre-trained
face matcher

O Auxiliary Face Matcher derives the matching-loss term to
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ensure that the output image X’ matches with input X.
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PrivacyNet: Loss Functions

= Losses for training the discriminator
Dsyc and Dgeey:

1. Source term (real vs. synthesized)

ED,src — EX [_ log(DSTC(X))] +
]EX,ct [— log(l - DST’C(G(X7 Ct)))]

2. Attribute term

LD,attr — EX,CO [_ 1Og(Dattr(CO’X>]

= Losses for training the generator G (X, c;):

1. Source term

£G,src — ]EX,ct [log(Dsrc(G<X7 Ct))]
2. Attribute term

£G,attr — EX,ct [— 1Og(Dattr<Ct‘G(X7 Ct))]
3. Matching term

Lam =Ex,, [|R(X) — R(G(X, c))|2]
4. Reconstruction loss (cycle-consistency)

Lrec — EX,CO,Ct [HX o G(G(Xa Ct)a CO)Hl]

Mirjalili et al., PrivacyNet: Semi-Adversarial Networks for Multi-attribute Face
Privacy, IEEE TIP 2020
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Face Transformation Using PrivacyNet

Race
X +
> ’ Original image i
—| X
Ct / :
| Gender
s EEE S >
Original Label ¢,: [0, 1, 1] Age x

[Female, Middle-aged, Caucasian]

Mirjalili et al., PrivacyNet: Semi-Adversarial Networks for Multi-attribute Face

Page: 33 Privacy, IEEE TIP 2020
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Face Transformation Using PrivacyNet

Race
q
X N\ % Original |
—_— . 1
image
Ct / :
C, |
[Male, Mid-age, Cauc.] i
S
Original Label ¢/: [0, 1, 1] Age ¥

[Female, Middle-aged, Caucasian]
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Gender

------- >

Mirjalili et al., PrivacyNet: Semi-Adversarial Networks for Multi-attribute Face

Privacy, IEEE TIP 2020
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Face Transformation Using PrivacyNet

Race
X ~. Original ,:'\
—| X’ image '

Ct / /?
C; i
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i Gender
ik Ren T SEEE >
Original Label ¢,: [0, 1, 1] Age ¥

[Female, Middle-aged, Caucasian]
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Mirjalili et al., PrivacyNet: Semi-Adversarial Networks for Multi-attribute Face

Privacy, IEEE TIP 2020
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Face Transformation Using PrivacyNet

Race
o
X NS ¥ Original |
— ) ]
image
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[Female, Middle-aged, Caucasian]
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Mirjalili et al., PrivacyNet: Semi-Adversarial Networks for Multi-attribute Face

Privacy, IEEE TIP 2020
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Face Transformation Using PrivacyNet

Race
Original A
il —| X7 image |
Ct / :
C, ;
[Male, Old, Cauc.] /'L ____________________________ iender
Original Label ¢,: [0, 1, 1] Age x

[Female, Middle-aged, Caucasian]
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Mirjalili et al., PrivacyNet: Semi-Adversarial Networks for Multi-attribute Face

Privacy, IEEE TIP 2020
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Face Transformation Using PrivacyNet

Race
N
X ~o Original |
— X’ image
Ct / :
C; i
i Gender
ik Ren T SEEE >
[Male, Mid-age, Afric.] Il
Original Label ¢,: [0, 1, 1] Age ¥

[Female, Middle-aged, Caucasian]
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Mirjalili et al., PrivacyNet: Semi-Adversarial Networks for Multi-attribute Face

Privacy, IEEE TIP 2020
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Face Transformation Using PrivacyNet

Race
N
% - Original !
— X’ image
Ct / :
c, ;
| Gender
N S N—— >
[Female, Old, Afric.] ,//
Original Label ¢,: [0, 1, 1] Age x

[Female, Middle-aged, Caucasian]
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Mirjalili et al., PrivacyNet: Semi-Adversarial Networks for Multi-attribute Face

Privacy, IEEE TIP 2020
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Face Transformation Using PrivacyNet

Race
bl
X NS X’ Original !
N image
Ct / :
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[Male, Old, Afric.] ',/’
Original Label ¢,: [0, 1, 1] Age x

[Female, Middle-aged, Caucasian]
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Mirjalili et al., PrivacyNet: Semi-Adversarial Networks for Multi-attribute Face

Privacy, IEEE TIP 2020

Ross/2021



Face Transformation Using PrivacyNet
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Face Transformation Using PrivacyNet

Original Image ‘ PrivacyNetl

o)

M-COTS: | 0.99

Match Scores with

DR-GAN: | 0.93

original image: SE-ResNet-50: [ 0.72

Page: 42 Privacy, IEEE TIP 2020

GAN l

0.41
0.69
0.14

<<€ €

Mirjalili et al., PrivacyNet: Semi-Adversarial Networks for Multi-attribute Face
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Face Transformation Using PrivacyNet

Original Image ‘ PrivacyNetl

=)

M-COTS: | 0.99

Match Scores with

DR-GAN: | 0.93

original image:

SE-ResNet-50: | 0.81
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GAN l

0.39

0.74
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Mirjalili et al., PrivacyNet: Semi-Adversarial Networks for Multi-attribute Face
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Modifying Gender

Original
Male Female Male
PrivacyNet
Baseline-GAN
Page: 44

Male Female Female Male Female Female Male

$ 40 0 4 4 &

Mirjalili et al., PrivacyNet: Semi-Adversarial Networks for Multi-attribute Face

Privacy, IEEE TIP 2020
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Modifying Age

Original
Al A0 Al Al Al Al AO A0 Al A2
A0
Al
A2
Mirjalili et al., PrivacyNet: Semi-Adversarial Networks for Multi-attribute Face
Page: 45 Privacy, IEEE TIP 2020
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Evaluation: Datasets

Number of samples

CelebA 202599 84434  118165* 79848 91373* 16337 11119  142225* 49255

LFW 13293 4281 1465 -- -- -~ 4490 510 751
MORPH 55608 47057* 8551 25009 26614 3985 42897* 10736 1975
MUCT 3754 1844 1910 1326 1807 620 1030 1480 1244
RaFD 1608 1008* 600 1276* 332 0 0 1608* 0
UTK 24104 12582 11522 12980* 6068 5056 4558 10222* 9324

* Highlighted numbers show over-represented classes

Mirjalili et al., PrivacyNet: Semi-Adversarial Networks for Multi-attribute Face
Page: 46 Privacy, IEEE TIP 2020
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Evaluation: Datasets

Number of subjects

rota] | Gender | 0 Race

mmmm

CelebA 10177 4582 5595 7018* 2606
LFW 5749 4274* 1461 510 4482* 748
MORPH 13673 11512* 2161 10358* 2728 587
MUCT 276 131 145 79 106* 91
RaFD 67 42* 25 0 67* 0
UTK - - = - - —

* Highlighted numbers show over-represented classes

Mirjalili et al., PrivacyNet: Semi-Adversarial Networks for Multi-attribute Face
Page: 47 Privacy, IEEE TIP 2020
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Face Matchers

= Commercial face matcher:

o Rank-One (state-of-the-art commercial matcher)
[https://www.rankone.io/]

= Open-source face matchers:

o ArcFace

[ArcFace: Additive Angular Margin Loss for Deep Face Recognition,
Deng et al., 2019]

o DR-GAN

[Disentangled Representation Learning GAN for Pose-Invariant Face
Recognition, Tran et al., 2017]

o SE-ResNet-50:

[VGGFace2: A dataset for recognising face across pose and age,
Cao et al., 2018]

Mirjalili et al., PrivacyNet: Semi-Adversarial Networks for Multi-attribute Face
Page: 48 Privacy, IEEE TIP 2020
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Attribute Classifiers

= RankOne Computing = gender, age, race
o [https://www.rankone.io/]

= IntraFace = gender, race
o [IntraFace, De la Torre, 2016]

= AFFACT =» gender, race

o [AFFACT - Alignment-Free Facial Attribute Classification
Technique, Gunther, 2017]

Mirjalili et al., PrivacyNet: Semi-Adversarial Networks for Multi-attribute Face
Page: 49 Privacy, IEEE TIP 2020
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Attribute Classifiers

= RankOne Computing = gender, age, race
o [https://www.rankone.io/]

= IntraFace = gender, race
o [IntraFace, De la Torre, 2016]

= AFFACT =» gender, race

o [AFFACT - Alignment-Free Facial Attribute Classification
Technique, Gunther, 2017]

Mirjalili et al., PrivacyNet: Semi-Adversarial Networks for Multi-attribute Face
Page: 50 Privacy, IEEE TIP 2020
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Experimental Results

Page: 51

This particular analysis was undertaken on
CelebA dataset which was split into 196k
training images and 2500 test images

Mirjalili et al., PrivacyNet: Semi-Adversarial Networks for Multi-attribute Face
Privacy, IEEE TIP 2020
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Summary

= Semi-Adversarial Network

Perturbing one classifier while retaining the performance of other

= Results confirm that

Automatic demographic prediction is confounded = providing
demographic privacy to face images

Matching utility is still retained
Extending to multiple attributes: gender, age, race/ethnicity

Differential privacy: some attributes preserved; others confounded

Visual realism of images

Mirjalili et al., PrivacyNet: Semi-Adversarial Networks for Multi-attribute Face
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Privacy, IEEE TIP 2020
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Privacy Enhancing Technology

= Preserving the privacy of a user’s stored biometric
data

= Regulate cross-linking across applications

= Regulate gleaning additional information from
biometric data (e.g., medical condition)

Need to

« Define Privacy and Privacy Metrics
 Guarantee Privacy

« Develop Differential Privacy Schemes
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