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State-of-the-art

Fingerprint anatomy
Fingerprint acquisition
Feature extraction
Fingerprint comparison
Performance evaluation

Main challenges
I Fake fingerprints
I Double-identity fingerprints
I Altered fingerprints
I Latent fingerprints
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Why fingerprints?

Biometrics market share (2016)

Signature

Vein 4% i . '

10% 1% Fingerprint
- 31%

AHighly distinctive and unique
APersistent

APublicly accepted as reliable
(evidence in a court of law)

|dentical twins have
different fingerprints

Do not change
during the lifetime
of a person

Their uniqueness is not proved but it has been accepted over time on the assumption

that salient fingerprint features of different fingers are clearly different.
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FIingerprint anatomy

A fingerprint is composed of a set of lines (ridge lines), which mainly flow
parallel, making a pattern (ridge pattern).
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Singularities

Sometimes the ridge lines produce local macro-singularities, called whorl (O),
loop (U) and delta (3").

The center of the north most loop/whorl type singularity
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Minutiae

Minutiae are determined by the termination or the bifurcation of the ridge lines
and usually are represented the coordinates (whw)hthe angle g between the
minutia tangent and the horizontal axis and the type (termination/bifurcation).

termination

bifurcation

ridge line

X X

termination bifurcation
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Sweat pores

At the very-fine level (e.g., acquisition at 1000 dpi) it is possible to identify
sweat pores (from 60 to 250 £ n), incipient ridges, creases, etc.

creases







sn‘lne ||ngerpr|nt acquisition !!!

ridges and valleys

ridges and valleys

micro-capacitor
plate

AR lens ridges and valleys
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Online fingerprint acquisition (2)

Optical
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Main device parameters
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Resolution Acquisition Dynamic Geometric
area range accuracy
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é 1,6% 1,56%
1,4%
S 1,20
— 1,2% 1,03%
T 1,0%
EE: 0,8% 0,71%
LL )
© 0,6% 047%
o 0,41%
©04%  0,30% 0,34%
- mm H H 1
0,0%
17.8x25.0 16.6x23.3 14.2x20.0 13.4x18.7 11.3x15.9 10.2x14.3 8.9x12.5
(100%) (87%) (64%) (56%) (41%) (33%) (25%)
SENSOR AREA (mm)
4
AComparing small patches 1 ncr e

Roy, Memon & Ross

MasterPrint: Exploring the Vulnerability of Partial Fingerprint-based
Authentication Systems

IEEE Transactions on Information Forensics & Security, 2017
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e
Optical' Coherence Tomography (OCT) sensor

In particular scenarios, imaging below fingertip surface might be a useful
alternative to traditional fingerprint sensing:
Aaltered fingerprints (intentional/unintentional)

Afake fingerprints

Optical scanner Optical Coherence Tomography
(fingertip surface) (below fingertip surface)




Smartpl Ione calmera

Fingerprint acquisition using a high resolution smartphone
camera could be a suitable solution in specific scenarios such as:

Aborder control
AeDocument verification
Asmartphone login

Main problems:

A low contrast

A complex background
A natural lighting

A finger distance and rotation
with respect to the camera
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Image quality

Low quality fingerprints:

A scarcely prominent ridge lines (manual workers, elderly people)

A too dry or to wet fingerprints

Intrinsically low

Wet fingerprint

Good uality

guality image

Dry fingerprint
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NFIQ

NIST Fingerprint Image Quality (NFIQ) is the de facto standard to quantify
fingerprint quality (open source).

NFIQ (1.0) assigns to a fingerprint a value in {1,2,3,4,5} which is in inverse
proportion with its quality.

NFIQ is an operational quality aimed at predicting automatic fingerprint
recognition performance:

A1- excellent quality Y small errors Y high accuracy

A5 - poor quality Y high errors Y low accuracy

i | NFIQ:2
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5 examples

NFIQ
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Released April 2016 (open source)

NFIQ 2.0 quality value is in [0..100]
A0 lowest quality value
A 100 highest quality value

Quality features

A 155 evaluated
A 14 selected (e.g., orientation certainty, ridge valley uniformity, € )
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[Feature extraction: main steps

Fingerprint
image

Orientation
image

Fingerprint
foreground

Frequency
image

Singularities

Ridge
pattern

!

Minutiae
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Segmentation

The segmentation stage is aimed to separate the fingerprint area
(foreground) from the image background.

Foreground is characterized by the presence of a striped and oriented
pattern; background presents a uniform pattern.




Eoca‘ rlage orientation

The local ridge orientation at “@Qis the angle — N Tip YJrtthat the fingerprint

ridges form with the horizontal axis in an arbitrary small neighborhood centered at
[Q -
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The simplest approach to extract local ridge orientations is based on
computation of gradient phase angles.




Eoca‘ rlage !requency

The local ridge frequency "Q at &hw is the number of ridges per unit length

along a hypothetical segment centered at ¢t and orthogonal to the local ridge
orientation — .

A possible approach is to count the average number of pixels between two
consecutive peaks of gray-levels along the direction normal to the local ridge
orientation.




Enl !ancemen! !!!

The performance of feature extraction and comparison algorithms are
strictly related to the image quality.

The objective of enhancement techniques is to improve the fingerprint
image quality.

Typical degradations:

a. ridge lines are not continuous;

b. cuts, creases and bruises on the finger;
c. parallel ridges are not well separated.

The most widely used technique for fingerprint
enhancement is based on contextual filters.

In contextual filtering, the characteristics of the filter
used change according to the local context.




Enhancement (2)

The local context of a fingerprint is represented by the ridge orientation and frequency.

Gabor filter: sinusoidal plane wave tapered by a Gaussian.
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Enhancement (3)




Minutiae detection (1)

Traditional approach:
a. Enhancement/Binarization: conversion into a binary image,

b. Thinning: the binary image is submitted to a thinning stage aimed to
reduce the ridge thickness to one pixel;

c. Detection: an image scan then allows to detect minutiae.




Minutiae detection (2)

Minutiae detection is based on the computation of the crossing

number (cn):

cn(p) =2

Intermediate
ridge point

termination

cn(p) =1

_

It is simple to note that a pixel black p:

IS an intermediate ridge point if cn(p)=2;

IS a termination if cn(p)=1,;

IS bifurcation if cn(p)=3;

bifurcation

cn(p) =3

belongs to a more complex minutiae if cn(p)> 3.
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Minutiae Extraction with CNN

Dinh-Luan Nguyen, Kai Cao, Anil K. Jain, i R o b Misutiae Extractor: Integrating Deep Networks and
Fingerprint Domain K n o wl e i€ 2088,

A Classification of many patches is slow
A Obiject detection is not appropriate for minutiae patches
A Segmentation + Fine Classification is a smart approach

Fingerprint images

. TRAINING

< TESTING

Input Image Minutiae Candidate patches . Minutiae location
g o CoarseNet score map P FineNet and orientation ;
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Fingerprint comparison

During fingerprint comparison, the degree of similarity between two fingerprint
IS evaluated.
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ad positioning

Match Score: 0,19
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NFIQ: 1
NFIQ: 1
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skin conditions and wrong pressure

Normal

Dry finger
———

NFIQ:5

Wet finger

Low pressure

NFIQ: 3

NFIQ: 2

Match Score:
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Match Score: 0,71
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Minutiae-based

It consists in finding the maximum number of
minutiae pairs between two minutiae templates.

Ridge feature-based

Other features of the fingerprint ridge pattern may
be extracted more reliably than minutiae in low-
guality images.

Correlation-based

Two fingerprints are superimposed and the
correlation between corresponding pixels s
computed for different alignments.
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