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Personal identification is required by a
wide variety of applications

Sign in to Gmail with your
Google Account
anarnn:{l I

Password:

| Remember me on this
computer.

| cannot access my Bcoount

Email login

-t
FOR HOMICIDE / ARMED ROBBERY
i B

Border control Unlock mobile phone Forensics



Traditional methods of personal identification
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Password

® Passwords and cards can be shared and thus cannot
provide non-repudiation

® Passwords may be forgotten or cracked

® Cards may be lost, stolen or forged

-



Too Many Passwords to Remember!

“Sorry about the odor. I have all my
passwords tattooed between my toes.”

e Heavy web users have an average of 21 passwords; 81% of users
select a common password (e.g., PASSWORD) and 30% write their
passwords down or store them in a file. (2002 NTA Monitor Password Survey)

e Y



Security threats of identity theft

On September 11, 2001, 19 terrorists boarded aircraft in Boston, Mass.. and Dulles, Va.. and
changed our world. All had successtully passed through security screening prior to boarding the

atrcraft and, previously, had also successfully passed thr Dugh 11n1111g:1 ation screening while

entering the country. A suspected 20™ terrorist had been
refused entry by a suspicious immigration inspector at
Florida’s Orlando International Airport the previous
month. Of the remaining 19 terrorists, 18 had been
issued U.S. identification documents. The global war on
terror had reached American soil, and the terrorists had
already realized how important identity was to be in this
fight.
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“Sources of identification are the last opportunity to ensure that people are who they say
they are and to check whether they are terrorists.”

“For terrorists, travel documents are as important as weapons.”

--The 9/11 Commission Report




Security threats of identity theft

The Marriott data breach reported on November 30, 2018
indicates that everyone is at risk of identity theft and passport
and credit card are not reliable identifiers.

Security

Identity stolen because of the Marriott

breach? Come and claim Marriott customers should change credit card
: your new . )
passport numbers, be alert for identity theft

It's the least they could do. Really. The bare . .
minimum by Special on November 30, 2018 in NEWS

By Shaun MNichols in San Francisco 7 Dec 2018 at 23:35 14 CI SHARE ¥

The names, addresses, contact information and passport numbers of

over 300 million people who stayed at a Starwoods hotel property may
have been accessed in a major data hack, Marriott hotels reported
Friday. Marriott's data team confirmed that the Starwood guest

reservation database — which contains up to 500 million accounts —

- had been compromised, and the hacking may have been ongoing since
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Biometrics

Automated recognition of individuals based on their behaworal
and biological characteristics [ISO/IEC JTC1 2382-37:2012]
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The history of biometrics'

1976 1993 1999 2000
Signature Face Voice Iris Gait Vein
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Fingerprint Hand geometry Palmprint Skin
1974 2002
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Main biometric modalities

Fingerprint Iris Face Palmprint

Periocular  Palm vein Finger vein
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Retina  Hand geometry  Ear
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Applications of Biometrics

Fingerprint recognition for Face recognition for Iris recognition for
mobile authentication border control coal miner identification

.))) SayPay - Your Safest Way to Pay

Finger vein recognition for Voiceprint recognition Signature verification
ATM authentication for payment for credit card security



Fast Growing Market of Biometric Recognition

(O Tractica

Annual Biometrics Revenue by Selected Use Cases, World Markets: 2016-2025
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Fingerprint Recognition
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Recent Progress of Fingerprint Recognition

/ Better user experienccx

.‘l A 0 . U L LA
Bl DC .‘ i ‘ .l‘ l.
Under-Display Fingerprint Sensor Multispectral imaging for
Technology (Qualcomm-Vivo) anti-spoofing (Lumidigm)

3-in-1 integrated sensor of fingerprint authentication,
— live finger detection and heart rate monitoring

Touchless 3D fingerprint ' Lcion of blood fl
(SAFRAN Morph) Solution ol blood How
detection (Goodix)




Under Display Fingerprint Scanning
(Qualcomm-Vivo, ultrasonic fingerprint solution, MWC2017)




Touchless 3D Fingerprint Recognition
(SAFRAN Morph)




Multispectral imaging for anti-spoofing
(Lumidigm)

w lIRIESR




IC Solution for Live Finger Detection

IC designer Goodix developed Live Finger Detection™
technology on mobile devices, which allows a capacitive sensor
and an optical sensor to be seamlessly combined into one.
Through the detection of fingerprint, blood flow and infrared
signals, this cutting-edge technology embedded within the sensor
1s able to authenticate the user’s identity and reject faked
fingerprints.

- 3-in-1 integrated sensor of fingerprint authentication,
live finger detection and heart rate monitoring




Open Problems of Fingerprint Recognition

Score: 329 Score: 12
Distorted fingerprint images

/i '/ oLl h.u,é'.l

—— Touchless fingerprint recognition e Fingerprint liveness detection




Open Problems of Fingerprint Recognition

that can unlock digital
fingerprint-secured devices

‘ ’ By AstroJane

Computer scientists at New York University and Michigan 5tate University have trained an artificial neural network to create fake digital

(b) Real (left) and gcnemlad (right) samples for the FingerPass capacitive dataset

fingerprints that can bypass locks on cell phones. The fakes are called “DeepMasterPrints”, and they present a significant security flaw for any
device relying on this type of biometric data authentication. After exploiting the weaknesses inherent in the ergonomic needs of cellular devices,
DeepMasterPrints were able to imitate over 70% of the fingerprints in a testing database.

Philip Bontrager, Aditi Roy, Julian Togelius, Nasir Memon, Arun Ross,
DeepMasterPrints: Generating MasterPrints for Dictionary Attacks via Latent Variable
Evolution, IEEE BTAS 2018.
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Q sanen Human Iris

o The iris of your eye is the circular, colored membrane that
surrounds the pupil.

o It controls light levels inside the eye similar to the aperture
on a camera.

o Highly protected by cornea but externally visible at a
distance




Human iris is unique for personal identification

. Pupil

. Sclera

. Pupillary area

. Collarette

5. Cihary area

. Radial
furrows

|7. Crypts

: |8, Pigment spots

- |9. Concentric

furrows

Visible illumination Near infrared illumination

e The uniqueness of iris texture comes from the random and
complex structures such as furrows, ridges, crypts, rings,
corona, freckles etc. which are formed during gestation

e The epigenetic iris texture remains stable after 1.5 years old
or so




Iris Recognition

Iris detection ey tﬂt“,re
segmentation

normalization

Iris texture I‘|i{ & o :

® Iris texture analysis
Coarew YA |

\\ﬁi“‘(ﬁﬂ Z %Y

ldentity ;. -------------------------------------------------------------------------------------------- *
3. Iris texture analysis and matching



Frank Burch
Concept of using iris
patterns for human
identification

: 1985
: Flom and Safir

: First iris recognition

: patent

1991

John Daugman
Iris recognition
patent

2002
USA

Use of iris recognition

2009
India
Aadhaar

in field operations

Deployed iris recognition :
system for border control :

: 2003
Immigration

: clearance at

: Schiphol airport

2010 2011
Mexico Indonesia
Mational ID  National ID

Patent expired

1989
John Daugman
First iris camera

1995 ‘
IrisScanner System
One of the earliest
commercial iris camera

1999

CASIA

\

2004

SecuriMetrics

Portable iris recognition
device

The first ins
recognition
system in China

2006
Sarnoff
Iris on the Move

2013

AOptix

App & device
for smartphone
to capture iris

2013
DeltalD

2009
" CcAsIA

-
-

== Ins recognition

at a distance

L-_- . r,
N
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2008

China

Coal miner
management

2015

IrisKing
Binocular Iris
recognition on
smartphones

A.K. Jain, K. Nandakumar and A. Ross, 50 Years of Biometric Research: Accomplishments, Challenges, and Opportunities.
Pattern Recognition Letters, 2015



Az, Close-range iris devices

ASIA INSTITUTE OF AUTOMATION
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At Long-range iris devices

CHINESE ACADEMY OF SCIENCES

6.1m

Aoptix InSight EyeLock HBOX Eagle-eyes

T I

IrislD iCAM D1000

System Diagram
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Iris Recognition at CASIA




/ km.ﬂgRecent work of iris recognition

CHINESE ACADEMY OF SCIENCES

E - - [g error= 0.65% Q Lermr-o .

Recognition Classification
Heterogeneous Iris Recognition Coarse-to-fine

Iris liveness detection Race classification iris identification

Iris image classification



. Iris recognition on mobile devices

* Chip level solution of 1r1s imaging

* Iris 1mage acquisition under complex
conditions

 Iris image quality assessment and
enhancement

 Improvement of usability with
friendly interface and advanced
algorithms

* Secure processing and storage of iris
information 1n mobile operating
systems




Successful applications of iris recognition
on mobile devices

B ZE mee

RAEFNRITI A &AL IR AT

The first Chinese AadHaar . —
mobile phone with iris Authentication in India Banking applications

recognition




Light field photography for iris image acquisition

LIGHTHELD CAMEFEA LENS
SENSOR




Development of light field cameras

» High-resolution cameras with micro-optical lenslets

* Computational imaging algorithms (refocusing, depth
estimation)

1. Yunlong Wang, Fei Liu, Kunbo Zhang, Guangqi Hou, Zhenan Sun, Tieniu Tan, LFNet: A Novel Bidirectional
Recurrent Convolutional Neural Network for Light-Field Image Super-Resolution, IEEE Transactions on Image
Processing, Vol. 27, No. 9, 2018, pp.4274-4286.

2. Chi Zhang, Guangqi Hou, Zhaoxiang Zhang, Zhenan Sun, Tieniu Tan, Efficient auto-refocusing for light field
camera, Pattern Recognition, Vol.81, 2018, pp.176-189.

3. Fei Liu, Guangqi Hou, Zhenan Sun, Tieniu Tan, High quality depth map estimation of object surface from light-

. field images, Neurocomputing, Vol.252, 2017, pp.3-16.



Promising applications of light field imaging in

iris recognition
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Long-range Iris/Face Recognition System

———————————————————————————

______________________________

I
Power Module !
. : | System Board I : USB 3.0 Board

|

10 Megapixel Power Module Power Module

I
Image Sensor .

FPGA i,i 2GbDDR2 > FPGA
— i

|
Power Module i - Power Module
1

NIR LED Light | FPGA Core Board

B High Resolution Iris Camera
B High-Speed Iris Image Acquisition -
B NIR I[llumination Optimization

o B Fast Recognition Procedure P



Multi-task Neural Network for Iris

Segmentation and Localization

A multi-task deep neural network is proposed for iris region
segmentation and iris boundary localization and they both
are important for iris image preprocessing.

Inner Boundary

Pupil Center
Range

e

Denoise

&
Get range
—_—

Outer Boundary
Range

IrisParseNet Inner Boundary Outer Boundary

-————— === . Viterbi
’ Inner/Outer . Inner/Outer algorithm
Circle . Cudrse Contour
1 Least-squares
1 circle fitting

1
1
1
1
1
1
1
1
A

Caiyong Wang et al., Joint Iris Segmentation and Localization Using Deep Multi-task
M Learning Framework, Submitted to IEEE Trans. IFS.



Multi-task Neural Network for Iris
Segmentation and Localization

El E2 F1 mIOU  Average
(%) (%) (%) o(%) (%) Runtime(s)

Method Dataset

T. Tan et. al. [65] UBIRIS 1.31 N/A N/A N/A NA N/A

CASIA 0.68 044 B7S55 458 7311 2.46
RTV-L! [13] UBIRIS 1.21 0.83 8597 872 74.01 1.07
MICHE 227 1.13 77.10 1471 64.21 1.58

Haindl and UBIRIS 3.24 1.62 77.03 20.67 65.08 14.33
Krupicka [24] MICHE 5.08 254 62.19 2528 49.79 21.94

(o) CASIA-is Distnce (b) UBIRIS2 ik CASIA 050 025 93.14 297 8730 0471

MICHE 096 048 B88.70 898 B80.63 0.38%

CASIA 040 0.20 9430 370 8940 0.25%

H E MECNs [I]  UBIRIS 092 046 90.78 4.70 8192  0.32%

I"ﬂ;ﬁe' UBIRIS 0.84 0.42 91.82 4.26 8539  0.11%
(2 gath (b)caSIAdristamp (0 CASIAis M MICHE 082 0.41 9133 804 8479  0.13%
i parcenet  CASIA 041 021 9420 316 89.19  0.30f
PSP) UBIRIS 0.85 0.42 9163 406 8507  0.11%
MICHE 0.81 0.41 91.50 8.01 85.07  0.13%
T GPU time.

Caiyong Wang et al., Joint Iris Segmentation and Localization Using Deep Multi-task
Learning Framework, Submitted to IEEE Trans. IFS.




Recognition of Heterogeneous Iris Images

Heterogeneous
Iris Images

Iris at a
distance




A Code-Level Approach to
Heterogeneous Iris Recognition

The probe-state iris codes, yi,i =12,....M

Probe state
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A The latent register-state iris code, x

Code-level information mapping

Nianfeng Liu, Jing Liu, Zhenan Sun, Tieniu Tan, A Code-level Approach to
Heterogeneous Iris Recognition, IEEE Transactions on Information Forensics and
Security, vol. 12, no.10, 2017, pp. 2373-2386.
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A Code-Level Approach to
Heterogeneous Iris Recognition

Experimental results of matching cross-sensor, high-resolution versus low-
resolution and, clear versus blurred iris images.
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Low-resolution iris recognition.
FDSR: feature-level super-resolution
solution.
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method.



Deep Feature Fusion for Iris and Periocular
Biometrics on Mobile Devices

Mobile IrisGuard

————————————————————————————————————————————————————————————————————————————————————————————

20 cm 30 cm

EaEs

(c) motion blur and defocus blur i (d) cross distance

* It1s a challenging problem to recognize iris images on mobile devices.
* So a deep feature fusion network 1s proposed to exploit the
complementary information presented in iris and periocular regions.



Deep Feature Fusion for Iris and Periocular
Biometrics

——————

= - ' ‘I
I.%-’ feature | 1ol —
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Qi Zhang, Haiqing Li, Zhenan Sun, Tieniu Tan, Deep Feature Fusion for Iris and
Periocular Biometrics on Mobile Devices, IEEE Transactions on Information Forensics
| and Security, Vol.13, No.11, 2018, pp.2897-2912.



(R e, Iris Classification

One solution to multiple problems

Coarse-to-fine
Iris liveness detection Race classification iris identification

" J
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¥ 1

Category |

Gienuine irs

e A _.‘ L —-‘ Category 3 Category 4

Fake iris Mon-Asian

N

Iris image classification
Iris image classification:
* Classify iris image into application specific category
* Different from iris recognition




G Iris Classification

CHINESE ACADEMY OF SCIENCES

. . . HVC codes ‘
Hierarchical Visual Codebook HVC feature vector
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Iris image classification

Zhenan Sun, Hui Zhang, Tieniu Tan, and Jianyu Wang, "Iris Image Classification
Based on Hierarchical Visual Codebook," IEEE Transactions on Pattern Analysis
and Machine Intelligence, Vol. 36, No. 6, pp.1120-1133, 2014.




Iris Classification based on CNN features

‘and Fisher vector coding

« Recent research results show that orderless pooling of convolutional
neural network features is a remarkably good texture descriptor for
iris classification

Training Testing . g .
[N - Coarse classification
Preprocessing Preprocessing _ Method CCR (O/D)
e, i P e Gabor and K-means(!] 63.88
: IEERE i eatures i i features i v EEEEEE SIFT and LLC[H] 83.72
PRI o e kel :
i — D SIFT and HVCIA 8521
| o H ; e FC-CNN 91.18
eseeonaas A~ ' FV-CNN(ours) 91.94
(0D v
?3:3/ Featwe
vectors
Deep Filter Banks Liveness Detection
SVM
Classification -
Databases FV-CNN | MCNN | Hve | HYCwith
L | B 1 | SE
& 2 ND-Contact 100% 100% 100% 100%
_______________________________ CASIA-Iris-Fake 99.92%  100%  99.51%  99.79%
. ; : Syn_real 100%  99.87%
—s|c1fc2|c3lcafcs|—.: Fisher i i svMm
i Vector : i Warsaw 100% 98.15%
e 5 ATVS 99.91%  100%

- CNN features FV-CNN features _



Applications of Iris Recognition
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Syrian refugees identification ~ Miss children identification o

Prisoners identification Coal miner 1dentification




Demo of Iris Recognition




L/

(A %% Iris Recognition of Refugees

We have cooperated with IrisGuard to use iris recognition for
1dentity management of refugees.




Open Problems of Iris Recognition

(e) Dcfocus )

Inter-sensor mteroperability

(a) ]]lunmlatlon changes Occlusions

(¢} Deformation

(d) Rotation (g} Eveglasses

Poor quality iris images
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Face Recognition

2D face 3D face Thermograry

Imaging Face detection

Recognition

results

Feature extractlon
Popular methods: Gabor/LBP/Ordinal measures/Sparse representations/Deep learning



Recent Work on Face Recognition

/ Heterogeneous \

Face Recognition

PAMI 2018

Wasserstein CNN
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A iavsr, Heterogeneous Face Recognition

EEEEEEEEEEEEEEEEEEEEEEEE

Heterogeneous face recognition (HFR) aims to match
facial images acquired from different sensing modalities.

Two problems:

 large intra-class variations of heterogeneous face
Images

* limited training samples of cross-modality face image
pairs




Wasserstein  CNN: Learning Invariant
Features for NIR-VIS Face Recognition

Learn NIR modality-

Shared convolution parameters . : SpeCiﬁC features
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 Ran He, Xiang Wu, Zhenan Sun, Tieniu Tan. Learning Invariant Deep Representation
for NIR-VIS Face Recognition. In Proc. AAAI Conference on Artificial Intelligence, 2017.

« Ran He, Xiang Wu, Zhenan Sun, Tieniu Tan. Wasserstein CNN: Learning Invariant
Features for NIR-VIS Face Recognition. PAMI, 2018.



Experimental results
CASIA 2.0 NIR-VIS face database

......

Gabor+RBM
Recon. + UDP
VGG Face

SeetaFace
TRIVET

— — — WCNN

WCNN+low-rank

Methods Rank-1 | FAR=1% | FAR=0.1% | Dim
KCSR [53] 33.8 285 7.6 - 1
KPS [43] 28.2 174 3.7 -
KDSR [41] 37.5 33.0 9.3 -
PCA+Sym+HCA [4] | 237 - 193 - | <
LCFS [42] [11] 35.4 357 16.7 - 18
H2(LBP3) [38] 13.8 36.5 10.1 -] =
C-DFD [54] [11] 65.8 61.9 46.2 - §
DSIFT [55] 73.3 - - - 2
CDFL [11] 71.5 67.7 55.1 1000 | £
Gabor+RBM [18] 86.2 ; 813 N
Recon.+UDP [31] 78.5 - 85.8 1024
CEFD [3] 85.6 - - -
VGG [56] 62.1 70.9 39.7 4096 10
SeetaFace [23] 68.0 85.2 58.8 2048
TRIVET [15] 95.7 98.1 91.0 512
HFR-CNNs [16] 85.9 ; 78.0 -
IDNet [8 87.1 ] 745 320
IDR [47] AAAI 2017 | 973 98.9 95.7 128
WCNN PAMI 2018 | 984 99.4 97.6 128
WCNN + low-rank 98.7 99.5 98.4 128

PAMI 2018

107

1073

False acceptance rate

102

Significant improvement of
NIR-VIS face identification

and verification
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Light CNN Based on Ordinal Measures
for Face Recognition
(A

horizontal vertical eye eyebrow Q
" . & 1

1

1—n s A>B
_H Parameter free
.. als AQ 1= "'-'_.'H HH
NZEE N < -
PILZIALS IUER =g w-ﬂ -UH
Feature =SNms : AT H

selection

P
Gray-scale face

image softmax

—_—

Conv MFM Poaling Conv MFM Representation

Xiang Wu, Ran He, Zhenan Sun, Tieniu Tan. A Light CNN for Deep Face Representation
with Noisy Labels. IEEE TIFS, 2018.




State-of-the-art Performance of Light CNN
on the LKW, BLUFR and Megakace

) BLUFR MegaFace Performance
Methed Ace on LEW a0 197 [ DIRG 1% [Rank-1|[VR@1e-6] Speed | Size
DeeplD2+ [37] 99.47 - - - - - -
WebFace [38] 097.73 20.26 28.90 - - - -
FaceNet [24] 99.63 - - 70.49 86.47 - -
CenterLoss [25] 099.28 - - 65.23 76.51 - -
SphereFace [27] 99.42 - - 72.73 85.56 - -
Light CNN [20] 99.40 O8.88 092.29 T3.7TH 85.13 |121 ms|50.30 MB
VGG Face™ [39] 97.27 73.34 36.56 - - 581 ms| 524 MB
CenterLoss” 08.70 94.64 70.66 63.10 74.66  |160 ms|76.54 MB




Light CNN has become a popular face
recognition model with hundreds of citations

i T - Winner on the competition of MS-Celeb-1M
o . )
S nomeew (Light CNN used by the Shuicheng Yan’s Group )
R
- Network Training ID TPR@FPR=0.01 Top-1 Scheme
e ResNet-18 10k 0.201 - None
ResNet-18 10k 0.343 - At
ResNet-50 10k 0.315 - None
= Rl ResNet-50 10k 0.437 - At
B _ ResNet-50 [6] S0k 0.686 - None
i : ResNet-50 50k 0.758 - Al
ResNet-50 50k 0.857 - L2
ResNet-50 S0k 0.896 0.9908 At+L2
ResNet-50 80k 0.824 - Al
ResNet-50 S0k 0.903 0.9913 Atsl2
Light-CNN-29 23] 80k 0.889 - None
Light-CNN-29 23] 80k 0.929 0.993 Al
@ Open source Lisht CNN20 2180k ST

e Caffe: https://github.com/AlfredXiangWu/face verification experiment
e Pytorch: https://github.com/AlfredXiangWu/LightCNN
e Mxnet: https://github.com/tornadomeet/mxnet-face

e Tensorflow: https://github.com/yxu061 1/Tensorflow-implementation-of-LCNN

@ Performance on LFW:
e LightCNN-9: Caffe (98.80%); Pytorch (98.70%) ; MXNet (98.13%);
e LightCNN-29: Pytorch (99.43%); Tensorflow (99.43%)



Robust Facial Landmark Detection

Prior knowledge on geometric distribution of facial landmarks
IS integrated into deep learning process, with enhanced
robustness in facial landmark detection.

Estimation Step Correction Step

Robust
= Initialization
. —

Convolutional Response Maps { M}

Results on the 300W

Tuning Step

Weighted Regularized
Mean Shift

Confidence

- ——
—— A
-
L 1
l
L]
k

L]
Shape-ind;x patch Mean-Shift Vector V Shape s+
response maps {Mp, }

Vo

iteration

Hongwen Zhang, Qi Li, Zhenan Sun, and Yunfan Liu, “Combining Data-driven and Model-driven Methods for
Robust Facial Landmark Detection,” IEEE Transactions on Information Forensics and Security (TIFS), 2018.




Recent Work on Face Image Generation

~ Unconditional
Generation IntroVAE [NIPS 2018]
« TP-GAN [ICCV 2017]
Rotation + CAPG-GAN [CVPR2018]
« HF-PIM [NIPS 2018]
SUPer- |\ velet-SRNet [ICCV 2017]
resolution
< Make-up < BLAN [AAAI 2018]
Cross-  AD-HFR [AAAI 2018]
spectral
Photo-realistic !:ace Completion + FCENet [AAAI 2019]
Image Generation
Expression - G2-GAN [ACM MM 2018]
synthesis * CAFP-GAN [ACM MM 2018]
_ Aging «  GLCA-GAN [ICPR 2018]

A=



The theory of face image generation

Generative adversarial networks (GANs) have been
successfully applied in image/video/music/art generation,
computer vision and pattern recognition.

Dueling Neural
Dueling Neural Networks Networks
Breakthrough
MIT — Two Al systerns can spar with each
[ ( ) other to create ultra-realistic original

Technology @~ = i

before

Why It Matters

This gives machines something akin
to a sense of imagination, which may
help them become less reliant on
humans—but also turns them into
alarmingly powerful tooks for digital
fakery.

Key Players
Google Brain, DeepMind, Mvidia

LLUSTRATION BY DEREK BRAHMEY | DIAGRAM COURTESY OF MICHAEL
MIELSEN, *“NEURAL NETWORKS AND DEEFP LEARNING™. DETERMINATION . .
PRESS, 2015 Availability

i ——



Generating face images from white noise

[Goodfellow et al., 2014] [Roth et al., 2017] [Karras et al., 2018]
University of Montreal Microsoft and ETHZ NVIDIA

* Problem: Existing high-resolution image synthesis methods mainly
contains multiple stages, facing challenges 1n training stability and
complex network architecture.




Introspective VAESs

A novel introspective variational autoencoder (IntroVAE) model 1s
proposed for synthesizing high-resolution photographic images

Lg(z,2) =|E(z) + [m — E(G(2))]"|+|Lae(z)

LG*(Z

E(G(2))

Adversarial

-+ LAE(:E)

Huaibo Huang, Zhihang Li, Ran He, Zhenan Sun, Tieniu Tan. IntroVAE: Introspective
Variational Autoencoders for Photographic Image Synthesis. NIPS, 2018.




Introspective VAES

1024*1024




Large pose variations greatly degrade face
recognition performance

What we’d like to have:

What we’ve really got:

015
O 45
O 60
vV 90’




Main problems of current frontalization
methods

CVPR 2015 CVPR 2015 CVPR 2015 BMVC 2016 CVPR 2017

Appearance: limited resolution, fail to preserve global structure, local details lost
Recognition: useless in face recognition performance improvement




High-resolution Face Frontalization

High Fidelity Pose Invariant Model (HF-PIM) is proposed to
produce realistic and identity-preserving frontalized face
Images with the highest resolution (256*256) in the literature .

8

FCNN  [—

1 >+ FCNN

(B

T—

Dictionary FC | Frontal view

Profiles EOCET] ™| Embedding | ~ (RSN 0. = I
@ @ | -..
9 . 3.
- ¥

Jie Cao, Yibo Hu, Hongwen Zhang, Ran He, Zhenan Sun. Learning a High Fidelity Pose
Invariant Model for High-resolution Face Frontalization, NIPS, 2018




High Fidelity Pose Invariant Model

IJB-A DR-GAN CAPG-GAN Qurs

256*256




High Fidelity Pose Invariant Model

Face recognition accuracy is significantly improved via
face frontalization
Table 2: Face recognition performance (%) comparisons for in-the-wild datasets. The left part is

compared on LFW and the right side is on [JB-A. The results on IJB-A are averaged over 10 testing
splits. “-” means the result is not reported.

LFW IB-A
Method Verfication Method Verification Recognition
ACC  AUC FAR=0.01 FAR=0.001 Rank-1 Rank-5

LFW-3D [14] 93.62 88.36 DR-GAN [30] 774427 539+43  855+15 947+1.1
Ferrari [§] - 94.29  VGG-Face [25] 80.5+£3.0 - 91.3+1.1 -
LFW-HPEN 96.25 99.39  FF-GAN [33] 85.2+1.0 66.3+3.3  90.2+06 954405

FF-GAN [33] 96.42 99.45 LightCNN [15] 01.5+1.0 843+24  93.0£1.0 -
CAPG-GAN [32] 9937 99.90 PIM [35] 93.3+1.1 87.5+1.8 944+1.1 -

HF-PIM(Ours) 9941 9992 HF-PIM(Ours) 95.15+0.74 89.72+14 96.1+0.5 97.9+0.2




The problem of current methods for
face super resolutlon

(a) LR (b) HR (c) Bicubic (d) WaveletlP (e) SRCNN () URDGN (g) CBN

* Reconstruction of high resolution face images from very low
resolution (LR) images 1s a challenging task for current
methods.

* Problem: Image level super resolution may produce over
smoothed outputs and miss some textual details.




Learning wavelet information for
face super resolution

* Global and local face information 1s shown in approximation
coefficients and detail coefficients of different-level wavelet packet
decomposition respectively.

* So face super resolution 1s transformed to accurately predict a series
of wavelet coefficients using deep learning.



CAS|
EEEEEEEEEEEEEEEEEEEEEEEE

E@E |
06

A iazt,  Face Super Resolution

The first wavelet domain CNN
(convolutional neural networks)
solution to face super resolution
Special design of loss functions to
capture both global topology
information and local textual
details

Huaibo Huang, Ran He, Zhenan Sun, and Tieniu Tan, Wavelet-SRNet:
A Wavelet-based CNN for Multi-scale Face Super Resolution,
International Conference on Computer Vision, 2017.




(R e, Wavelet-SRNet

Object Function:
lwavelet(éa C) — ||W1/2 © (é o C)H%‘

N,
= > Ailléi —aill7
1=1

Network Architecture:

— (/\19)"29 e 1ANw) j iS the
weight matrix to balance
the importance of different

band wavelet coefficients.

Embedding Net




m.ﬂ% Face Super Resolution

ﬁﬂlﬂ:ﬁﬂ'ﬂﬂi

TEPRZEEETEE
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- BOOEOETES

16 x 16 input-size. 8 x upscaling

8 x 8 input-size, 16 x upscaling




Makeup changes the overall facial
appearance

Eyebrow Liner

\ Eye Primer
Eye Liner
Eye Shadow

False Eyelashes

Mascara
Face Cream
Foundati
Lipstick Concea ler
Lip Primer Powder
Lip Pencil Highlighter
Lip Gloss

The recognition
accuracy of existing
face recognition
methods can be
reduced by up to
76.21% due to

makeup.




Anti-Makeup Using BLAN (Bi-Level Adversarial
Network )

N i‘_‘ |::> »". <
i ‘&"--' A B

: Global path
La-sp-m-3

I\ | Local path -

Y1 Li, Lingxiao Song, Xiang Wu, Ran He, Tieniu Tan. Anti-Makeup: Learning A Bi-Level
Adversarial Network for Makeup-Invariant Face Verification. AAAI 2018.



BLAN (Bi-Level Adversarial Network )

Table 3. True Positive Rate (%) on three makeup datasets.

Method Dataset | TPR@FPR=0.1% TPR@FPR=1%
Table 2. Rank-1 accuracy (%) on three makeup datasets. Dataset 1 65.9 99.8
BLAN | Dataset 2 38.9 82.7
Dataset Method Accuracy FAM 52.6 97.0
Guo et al. (2014) 80.5 Dataset 1 68.2 99.5
Sun et al. (2017) 82.4 BLAN-2 | Dataset 2 44.6 84.2
Dataset 1 VGG 89.4 FAM 53.8 94.9
Light CNN 92.4
BLAN 94.8
BLAN-2 95.5
Sun et al. (2017) 68.0
VGG 86.0
Dataset 2 Light CNN 91.5
BLAN 92.3
BLAN-2 93.4
Nguyen and Bai (2010) 59.6
Hu et al. (2013) 62.4
FAM VGG 81.6
Light CNN 86.3
BLAN 88.1
BLAN-2 90.0




Main problems of existing face completion
methods

* Different from general objects,
human faces have distinct
geometry distribution. Most of the
existing methods don’t well
utilize this prior knowledge.

* Existing methods are incapable of
modifying the face attributes of
the filled region.




Geometry-Aware Face Completion and

Editing

ﬂ—{ﬂ@ fﬂ

2 HG blocks

&,

Facial Geometry Estimator .’P l

Global Discriminator DY

da—=
_, I.’. —p Real/Fake ?

Local Discriminator D!

_ —p Real/Fake ?

x
o
>

crop(GF (I™))
(e 1= = = = 4

Gmam™ |
’-’“"_' |
|

I

I

1

-l—»

| Low-rank regularization ‘

Discriminators D

Linsen Song, Jie Cao, Lingxiao Song, Yibo Hu and Ran He. Geometry-Aware Face

Completion and Editing. AAAI, 2019.




Geometry-Aware Face Completion and
Editing

L o4

C

(a) input (b) landmarks (c) parsing maps (d) completion (e) original
results face

(a) input (b) landmarks (c) parsing  (d) completion (e) ground truth
maps results




Facial Expression Editing

> Problem Definition:

* Change the expression without affecting the identity

* Key points: expression, reality, identity

» Existing methods:

Methods identity

images J o «

Traditional reordering
methods flow- based v X v
3D-based \ v X
Generative VAE-based v X X
models GAN based \ v X



Geometry-Guided Generative Adversarial
Network (G2-GAN)

gmmmmmmmsmmmeaanaas Expression Synthesis -----==-=-=sscmeeeens . P — LS L ) D — .

]—EI—} Real / Fakei
: N :l—} Real / FEII{E'-E

S O

Real / Fake
pair?

________________________________________________________

o e e T

Lingxiao Song, Zhihe Lu, Ran He, Zhenan Sun, Tieniu Tan. Geometry Guided Adversarial
Facial Expression Synthesis. ACM MM, 2018.




Geometry-Guided Generative Adversarial
Network (G2-GAN)

I




Human Facial Aging

Facial aging of Albert Einstein

Target age Target age

Facial age

)"
> | synthesis

Facial age
synthesis

Facial Aging Facial Rejuvenation



Global and Local Consistent Age GANSs

Unpaired vs. Paired Whole vs. Cropped
Direct vs. Step by step Single vs. Multi

Identity Persevervation Network
B

v"* 7, m“‘ -

Id ntity loss
=

Age Drscr:mmatton Network

|
!
!
|
l
|
|
|
|

Discriminator

—  Pixel loss with input fac

-
P - -

Adversarial loss

Peipei Li, Yibo Hu, Qi Li, Ran He, Zhenan Sun. Global and Local Consistent Age Generative
Adversarial Networks. ICPR, 2018.



Global and Local Consistent Age GANSs

Testing face  50-41 40-31 30-

61 years i“ .

55 years

60 years

55 years




Open Problems of Face Recognition
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Advantages of gait recognition

As a biometric, gait is still available at a distance when other
biometrics are obscured or at too low resolution.

Advantages: robust against imaging distance, resolution, view,
illumination



(A B3GR History of gait recognition -~

Cross-view gait based
human identification

] e ] ) with deep CNNs,
First gait biometrics DARPA Learning TPAMI

paper - Cunado, Nixon Program: Representative Deep

and Carter (AVBPA Human ID at a | Features for Image GEINET: view-

1997) - 90% CCR distance Set Analysis, TMM invariant gait
recognition, ICB

1997 2000 2015 2016
— —~— N~ —— i
Design hand-crafted Deep learning for
features for gait gait recognition
recognition



Multi-view Gait Recognition

Gallery GEls Identical View  Cross-View Probes Cross-View & Walking-Condition
36°  Probes 540 90° 126° 180°  CL54° CL90° BGS54° BGIO°

Raw
Sequence
L
-

GEls nGEI pair

Probe

v

CNN

1

Gallery

Similarities

0 'I

7_-T
P2

l,l,l]
P3 P4 PS5

Zifeng Wu, Yongzhen Huang, Liang Wang, Xiaogang Wang, and Tieniu Tan, A
comprehensive study on cross-view gait based human identification with deep CNNs, IEEE
- Transactions on Pattern Analysis and Machine Intelligence (TPAMI), 2017.




A An end to end gait recognition system

. Human
@ é e

End-to-end




Flowchart of end-to-end gait recognition

Stepl: Pre-segmentation Step2: Recognition
A A
o N e TN
: (] Channel-1 / [
CH-1
S(Joa| 5
AN Ay
o 1/ . ®
E Channel-2 Loy u:{ O Q . o
c T E L7 . o W - A
2| S 5 : | g e
g~~~ = xCY a s
= 1 o KV Q 9 [ B
= : : 2| 64 @ N
S : . o 1024
= o
Channel-n
. S Profiles
Jmages 48 1 — A

Y

Step3: Jointly learning

C. Song, Y. Huang L. Wang, et al, GaitNet: An End-to-end Network for Video-based Human Identification, submitted to PR.




Experiments-Results on Outdoor-Gait

SCENE-1 SCENE-2 SCENE-3

Methods NM L BG NM L BG NM L BG Mean

PCA 7071 | 8456 | 8623 | 0783 | 9348 | 9638 | 6322 | 6642 | 7236 I

GEI[] LDA 8841 | 8750 | 8623 | 97.10 | 9493 | 97.10 | 6087 | 6194 | 71.53 82.85

LPP 8696 | 87.50 | 89.13 | 9348 | 9203 | 97.10 | 6087 | 3970 | 76.64 82.60

PCA 7971 | 78.68 | 7826 | 9855 | 9275 | 9638 | 5735 | 5149 | 65.60 77,64

GEnl[3] | LDA $261 | 8603 | 8478 | 97.10 | 9275 | 9565 | 5870 | 5746 | 6934 80.49

LPP 8623 | 8603 | 8551 | 9348 | 9565 | 9565 | 5580 | 3821 | 71.53 80.90

PCA ST16 | 8382 | 8768 | 9565 | 0130 | 9493 | 6667 | 3396 | 7226 R1.38

GFI[17) | LDA 7971 | 6838 | 81.88 | 8841 | 8696 | 9130 | 4638 | 4328 | 57.66 71.55

LPP 6667 | 6985 | 7826 | 8188 | 8623 | 8696 | 4493 | 5075 | 5329 68.76

PCA 7100 | 7299 | 8044 | 8696 | 8903 | 9130 | 3986 | 21.05 | 5183 940

cGis] | LDA 7100 | 6861 | 7899 | 8478 | ss41 | 9058 | 3188 | 3955 | 5037 67.13

LPP 7101 | 6861 | 7464 | 8406 | 8406 | 8696 | 3841 | 4478 | 4891 66.83

GEL-CNN[ 3 90.55 95.65 | 9674 | 7065 | 7055 | 7631 86.30
GaitNet Non-J oint

Joint




CHINESE ACADEMY OF SCIENCES

A5 Applications of Gait Recognition

€ Public Security 4 Commercial Security 4 Smart Home
Gait Retrieval System PetroChina - field drilling Midea(Fortune 500) air
Shanghai/Beijing - Sample test platform conditioner

Ga|t recognition for white list Family member gait recognition




/R &t Gait Retrieval - Field Test
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Demo of Gait Recognition
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Eyeprint Recognition

Regular front-facing smartphone cameras can create an
cryptographic key used to authenticate users based on the micro
features 1n and around their eyes, the most important of which are

the blood vessels visible in the whites of the eyes.

Eye(erify




Ordinal Measure-based Palmprint Recognition

il v,
e
iy
£ Filte different
}? ) .,l-: arientanons
2 Gaussian filt
N
a0 120° 150" i
o 30
- 0 +t e +%

NPT Son

B 72X (3

Ordinal code




Ear Biometrics
BTBTC Menu ~ searcn Q

NEWS

Home  Video World Asia UK Business = Tech Science = Magazine Entertainment & Arts Health More ~

Technolog_‘g,r

Yahoo tests ear-based smartphone
v identification system

(D 28 April 2015 | Technology

YAHOOD LARS

The system identifies users based on the shape of their ears




Hand Vein Patterns for Biometric Recognition

Unique, stable and secure biometric patterns underneath
the skin surface




Handwriting Biometrics
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Challenges of Biometric Recognition

-

Almost
Jhe Solved, The Unsolved, and The Unexplored

50 Years of Biometric Research:

Anil Jain
Michigan State University

Keynote Talk Delivered at the International Conf, on Biometrics, Madrid, Spain, June 5, 2013

June 5, 2013

Unconstrained

~
>

-
<

Constrained

Imaging Conditions

From Solved to Unsolved \ |

54% TAR & 72% Rank-1 66.8% TAR @
FAR=0.1% accuracy FAR=10%

LFW NIST 5027 UBIRIS V2

n N

100% TAR 99.4% TAR 97.8% TAR
@ FAR=0.1% @ FAR=0.01% @ FAR=0.01%
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Jonathon Phillips
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Az Future Directions

e Multi-biometrics at a distance




At Future Directions

 Multi-biometrics for mobile devices

_ Palmprint Voiceprint
Eyeprint



Az, Future Directions

CHINESE ACADEMY OF SCIENCES

* Demographic Analysis from Biometric Data

What demographic
and affective
information can be _
derived from this &

face image? | ;f

Identity Rose Jordan

Gender Female Male How to
determine such

Ethnicity White Black = information
from biometric

Age 27 45 data?

Affect Happy Surprised J

Yunlin Sun, Man Zhang, Zhenan Sun, Tieniu Tan, Demographic Analysis from
Biometric Data: Achievements, Challenges, and New Frontiers, |IEEE Transactions on
Pattern Analysis and Machine Intelligence (TPAMI), 2018.

—



Ames,  Future Directions

CHINESE ACADEMY OF SCIENCES

GAN for biometrics

3 |— Encoder «—|}l—> Decoder +«— 3

Gait “JET: 7ﬂ“

Converter C

Real/fake-discriminator Dg

GaitGAN (ICCV 2017 workshop)

Face

No:se Pose Code

3DMM Coefficients Recognition Engine -
[% Identity Representation ‘ 31
@
ﬂ\'\.\ﬁe‘\ é \ B
(CVPR 2017)
Synthetlc / \ Refined

! oy,
‘! \f” prsals I:I:-:I:D -
=
*; g
l ‘ . ¥
Pose-Variant Input Discriminator Frontalized Output
Reﬂner '

Generator deﬂm
FF-GAN (ICCV 201 7) DR-GAN
Real vs Refined — F

Gaze &
Hand pose

Sim-GAN (CVPR 2017)

Unlabeled real



A% Future Directions
* Biometrics for forensic applications
Forensics & Biometrics: Shared Goals

. 2D Face

* Latent prints * 3D Face

. Flbers' Fingerprint
* Explosives * lIris

* Paint chips * Speech

. D.NA Signature
* Tire marks * Gait

* Shoe prints Ear

* Bite marks * Palmprint
* SMT

* Keystroke
Forensics: Identify suspects from crime scene evidence

Biometrics: Automated person recognition from body traits

Anil K. Jain, Forensics: The Next Frontier for Biometrics, lowa State University,
Ames, lowa, October 27, 2015.



Conclusions

* Great progress on biometric recognition has
been achieved using novel sensors
(biometrics-on-the-fly, light field camera) and
algorithms (CNN, GAN).

e State-of-the-art biometric methods are
accurate and fast enough for many practical
applications.

« Many open problems remain to be resolved to
make biometric recognition more user-
friendly, robust and secure.

e Y
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